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Abstract

This systematic review explores the landscape of adversarial defense mechanisms in neural
networks designed for fault-tolerant operations within Industrial Control Systems (ICS). With the
increasing integration of artificial intelligence into critical infrastructure, ICS are now vulnerable to
adversarial attacks that exploit the fragility of deep learning models, potentially leading to unsafe
control actions and operational disruptions. The study systematically reviewed and synthesized
findings from 126 peer-reviewed articles published between 2013 and 2024, covering model-centric,
preprocessing, and postprocessing defense strategies, as well as their sector-specific
implementations in smart grids, chemical processing plants, water treatment systems, and robotic
manufacturing. The review was conducted following the PRISMA 2020 guidelines, ensuring a
rigorous and transparent methodology. Key findings reveal that adversarial training remains the
most widely used and effective model-centric approach, while signal filtering and demising
methods serve as efficient preprocessing techniques for input sanitization. Post processing
strategies, such as uncertainty estimation and confidence-based detection, are shown to enhance
robustness when used in layered defense architectures. Furthermore, it highlights the emerging
importance of integrating adversarial robustness into cyber security standards like NIST, ENISA,
and IEC 62443. By analyzing both theoretical contributions and practical implementations, this
study provides a comprehensive framework for understanding the current state of adversarial
defenses in ICS environments. The findings emphasize the need for context-aware, scalable, and
explainable defense mechanisms that can operate within the constraints of real-time control systems.
This review contributes valuable insights for researchers, engineers, and policymakers working at
the intersection of machine learning security and industrial automation.
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INTRODUCTION

Neural networks, a subset of machine learning, are computational models inspired by the human
brain’s structure, capable of identifying complex patterns within high-dimensional data (Khonina et
al., 2024). These models have been widely adopted for their adaptability and predictive performance
in numerous domains, including healthcare, finance, and more recently, industrial control systems
(ICS). ICS are integrated hardware and software systems designed to monitor and control industrial
operations such as manufacturing, power generation, chemical processing, and water treatment.

Figure 1: Adversarial AI Risks in ICS
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They comprise subsystems like Supervisory Control and Data Acquisition (SCADA), Programmable
Logic Controllers (PLCs), and Distributed Control Systems (DCS), all of which are critical to the
infrastructure of nations. With the adoption of artificial intelligence (Al), especially neural networks,
ICS have become more responsive and adaptive, enhancing operational efficiency and fault diagnostics
(Abiodun et al., 2019). However, the integration of neural networks into ICS introduces novel security
and reliability challenges, particularly regarding adversarial threats. The deterministic nature of ICS
operations contrasts sharply with the probabilistic behavior of deep learning models, thereby
necessitating a rigorous examination of adversarial vulnerabilities and defense mechanisms (Parhi &
Unnikrishnan, 2020). As a result, ICS environments have emerged as critical testbeds for evaluating
neural network robustness under adversarial conditions. This duality between operational rigidity and
learning-based adaptability underscores the need for enhanced fault tolerance frameworks grounded
in adversarial defense mechanisms.

Adversarial threats refer to strategically crafted perturbations in input data that are imperceptible to
humans but cause significant misclassifications in neural networks. These attacks exploit the nonlinear
and high-dimensional decision boundaries of neural networks, enabling malicious actors to deceive
systems with minimal input changes (Kumar & Rastogi, 2023). In ICS settings, such vulnerabilities
could compromise mission-critical processes, including temperature control, voltage regulation, and
process sequencing. Notably, adversarial examples have demonstrated high transferability, meaning
an attack crafted on one model can often deceive other models with different architectures. This
universality magnifies the threat landscape in ICS, where redundancy and model diversity are core
design principles. Empirical studies have shown that attacks like Fast Gradient Sign Method (FGSM),
Projected Gradient Descent (PGD), and Carlini-Wagner attacks can disrupt predictive maintenance
systems, anomaly detectors, and failure classification models deployed within ICS (Mahmud et al.,
2021). In particular, ICS-related deep learning deployments are susceptible due to the scarcity of labeled
industrial data and the reliance on supervised learning, which lacks intrinsic robustness. The high cost
of system downtime and the life-critical nature of ICS operations elevate the importance of
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understanding and defending against adversarial threats (Pinaya et al., 2020). Therefore, effective
adversarial defense mechanisms are not merely academic interests but are vital for securing critical
infrastructure globally.

Figure 2: Adversarial Defence in ICS Systems
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Fault tolerance in ICS refers to the system’s ability to continue functioning correctly in the presence of
internal failures or external disturbances. Traditionally, this has been achieved through redundancy,
fail-safe mechanisms, and rule-based error detection systems. However, with the introduction of Al
models like neural networks for process optimization, fault diagnosis, and real-time control, the nature
of system vulnerabilities has evolved (Durstewitz et al., 2019). The reliance on data-driven models
necessitates that fault tolerance extends beyond physical and sensor-level redundancies to include
algorithmic resilience against adversarial interference. For example, a neural network used for
detecting valve malfunctions may produce false positives or negatives under adversarial perturbation,
potentially leading to catastrophic physical responses. The correlation between adversarial robustness
and operational fault tolerance thus forms a new frontier in ICS safety engineering. Studies have
demonstrated that adversarial attacks can mimic sensor anomalies, leading to incorrect fault
localization and recovery procedures (Lan et al., 2018). Furthermore, ICS often operate in environments
with limited computational resources, making it challenging to implement complex defense
architectures like adversarial training or certified defenses (Lan et al., 2018). Therefore, aligning
adversarial defense strategies with fault tolerance objectives requires a careful balance of accuracy,
latency, interpretability, and system stability. This convergence invites comparative evaluations of
defense mechanisms that are tailored to the unique operational profiles of ICS.

Adversarial defense strategies are broadly categorized into three groups: preprocessing defenses,
model-centric defenses, and postprocessing defenses. Preprocessing methods sanitize input data before
feeding it into the model, using techniques like denoising autoencoders, JPEG compression, or feature
squeezing. These approaches aim to eliminate adversarial noise without altering the model structure.
Model-centric defenses include adversarial training, gradient masking, and robust loss functions,
which aim to enhance the model’s internal robustness. Postprocessing defenses detect or correct the
model’s outputs after inference, using confidence thresholds, outlier detection, or model ensembles
(Zhang et al., 2025). In ICS deployments, each defense type presents trade-offs. Preprocessing may
introduce latency, model-centric defenses often require retraining, and postprocessing adds inference-
time complexity. Moreover, certain defenses, such as adversarial training, are highly effective but
computationally expensive, making them less viable in low-resource industrial nodes. Research
comparing the efficacy of these defenses in ICS-specific tasks such as state estimation, anomaly
detection, and predictive control has produced varying results (Kaul et al., 2021). Consequently, there
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is a pressing need for comparative studies that evaluate adversarial defenses across realistic ICS
scenarios, balancing defense performance with operational feasibility.

Comparative analyses of adversarial defenses in ICS contexts have emerged as a critical subfield in
cybersecurity research. Benchmarking methodologies typically involve assessing model accuracy,
perturbation resistance, and detection capability under various attack models (Fariz & Basha, 2024).
For instance, studies have shown that while adversarial training improves robustness under known
attacks, it may generalize poorly to unseen attack strategies. Defensive distillation, another widely
examined technique, reduces sensitivity to input perturbations but suffers from gradient obfuscation
and degraded performance (Voulodimos et al., 2018). In ICS scenarios, evaluations often focus on real-
time constraints and operational correctness rather than classification accuracy alone. The impact of
input transformations on sensor signal integrity, or the delay induced by defense layers on feedback
control loops, are unique to this domain. Comparative research across smart grid systems, chemical
reactors, and automated manufacturing has highlighted that no single defense strategy is universally
optimal. As such, hybrid defense models and context-aware defense orchestration are being explored
to maximize resilience (Jaison et al., 2024). These comparative studies underscore the importance of
application-specific benchmarking when selecting or designing defense mechanisms for ICS
environments.

The international significance of adversarial defense in neural networks, particularly within ICS, has
grown due to increased digitization and interconnectivity of critical infrastructure across borders.
Events like the Stuxnet worm and attacks on Ukrainian power grids exemplify how vulnerabilities in
ICS can have geopolitical implications (Nithya et al., 2023). Governments and regulatory bodies such
as the National Institute of Standards and Technology (NIST), the European Union Agency for
Cybersecurity (ENISA), and the International Electrotechnical Commission (IEC) have issued
frameworks promoting cybersecurity-by-design, which now includes machine learning robustness as
a key component. Moreover, adversarial machine learning is increasingly recognized in global
cybersecurity directives, such as the U.S. Cybersecurity Executive Order 14028, which highlights the
role of Al in both enhancing and threatening cyber resilience. ICS, as part of critical infrastructure
sectors like energy, water, and transportation, face heightened scrutiny due to their public safety and
economic impact (Choudhary et al., 2022). As many countries adopt Industry 4.0 and smart
manufacturing agendas, the use of neural networks in ICS is expanding, increasing the attack surface.
Adversarial robustness is thus not just a technical concern but a policy and international collaboration
issue. Collaborative efforts such as the Industrial Internet Consortium (IIC) and the Global Forum on
Cyber Expertise (GFCE) have begun integrating Al risk evaluation into ICS cybersecurity blueprints
(Agbehadji et al., 2020). These developments underscore a shared recognition of the importance of
safeguarding neural network-based control systems against adversarial threats to ensure global
stability, economic continuity, and societal well-being.

The increasing reliance on AI models within ICS drives the urgency to rigorously evaluate and compare
defense mechanisms tailored to this domain. Traditional ICS security protocols emphasize physical
isolation, role-based access control, and network segmentation, which are insufficient against
algorithmic attacks exploiting neural network vulnerabilities (Karniadakis et al, 2021). The
heterogeneity of ICS applications—from nuclear facilities to autonomous manufacturing cells—
necessitates domain-specific evaluations of defense efficacy under real-world constraints. For example,
a defense that performs well in high-latency environments may be unsuitable for real-time control
loops in robotic systems. Moreover, ICS often rely on embedded and legacy systems with constrained
hardware capabilities, limiting the feasibility of resource-intensive defense strategies such as
adversarial training. Comparative analysis offers a structured pathway to benchmark defenses on
metrics such as robustness, latency, model interpretability, deployment complexity, and operational
compatibility (Yaghoubi et al., 2024). This paper aims to bridge the gap between adversarial machine
learning theory and practical ICS deployment by synthesizing comparative insights across prominent
defense mechanisms. In doing so, it contributes to the body of knowledge that supports resilient,
secure, and operationally viable machine learning applications within industrial control infrastructures
globally.
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LITERATURE REVIEW

The literature surrounding adversarial defense mechanisms in neural networks for industrial control
systems (ICS) fault tolerance reflects the convergence of two distinct yet increasingly interdependent
fields: machine learning security and industrial automation reliability. With neural networks becoming
integral to fault prediction, anomaly detection, and predictive maintenance in ICS, their vulnerability
to adversarial attacks poses significant operational and safety challenges (Faheem & Al-Khasawneh,
2024). The scholarly discourse has expanded from purely theoretical explorations of adversarial
machine learning to application-specific defense strategies, many of which are tailored to the unique
constraints of ICS environments —such as real-time operation, limited computational overhead, and
deterministic response requirements (Alshuhail et al., 2024). Research has highlighted that ICS-based
neural networks are not only vulnerable to classical attacks such as Fast Gradient Sign Method (FGSM),
Projected Gradient Descent (PGD), and Carlini-Wagner (CW), but also to ICS-specific perturbation
strategies that simulate faults, sensor drifts, or actuator delays. The literature offers a fragmented but
rich spectrum of defensive approaches, ranging from adversarial training and robust optimization to
sensor fusion and model ensemble techniques. While much progress has been made, comparative
evaluation remains underdeveloped, particularly in contexts where deployment decisions must weigh
trade-offs between robustness, latency, computational cost, and physical system stability (Yang et al.,
2023). The present literature review aims to organize and synthesize these contributions through a
systematic lens, focusing on five foundational areas: (1) the architecture and role of neural networks in
ICS, (2) the landscape of adversarial threats, (3) classifications of defense strategies, (4) ICS-specific
applications of these strategies, and (5) comparative assessment frameworks. This approach not only
clarifies theoretical underpinnings but also provides actionable insights for developing resilient, Al-
enhanced industrial systems.

Neural Networks in Industrial Control Systems

Industrial Control Systems (ICS) have undergone a significant transformation since their inception,
progressing from isolated analog control mechanisms to highly digitized, cyber-physical
infrastructures. Traditional ICS were built on rigid control hierarchies comprising elements such as
Supervisory Control and Data Acquisition (SCADA), Programmable Logic Controllers (PLCs), and
Distributed Control Systems (DCS), each designed to automate and monitor specific industrial
processes (Celard et al., 2023). SCADA systems provided centralized visualization and command
functions, while PLCs handled localized control logic in field devices (Zhou et al., 2018; Adepu &
Mathur, 2016). The convergence of operational technology (OT) with information technology (IT) has
opened these systems to enhanced analytics and decision-making capabilities through machine
learning (ML) and neural networks. Neural networks have gradually been integrated into ICS to
supplement traditional rule-based models with predictive capabilities, particularly in the areas of fault
detection, maintenance scheduling, and process efficiency optimization. This evolution has been
accelerated by the Industrial Internet of Things (IloT), which has increased the volume and granularity
of sensor data available for real-time analysis (Fan et al., 2021). Furthermore, advancements in edge
computing and embedded AI have enabled the deployment of neural networks at the field level,
offering localized intelligence while reducing communication latency. Despite these benefits, the
transformation from traditional to intelligent ICS also introduces new fault domains, cybersecurity
vulnerabilities, and operational complexities, especially as these networks become targets for
adversarial attacks and other machine learning-specific threats (Santorsola & Lescai, 2023).

The deployment of neural networks in ICS has been most prominent in areas requiring real-time fault
detection, condition-based maintenance, and complex system diagnostics. Predictive maintenance, in
particular, has benefited from recurrent neural networks (RNNs) and long short-term memory
networks (LSTMs), which excel at modeling temporal dependencies in sensor data streams (Subrato,
2018). These architectures allow for early anomaly detection and component failure prediction, thereby
reducing unplanned downtime and increasing asset utilization. Fault diagnostics in ICS environments
have also seen the adoption of deep neural networks (DNNs) trained on multivariate sensor signals to
classify specific failure modes across mechanical, electrical, and chemical subsystems. In process
control, convolutional neural networks (CNNs) have been utilized to monitor visual data from cameras
or to extract features from spatially structured process datasets (Ara et al., 2022). Hybrid models, such
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as CNN-LSTM architectures, have demonstrated improved performance in modeling non-linear
system dynamics, especially in critical infrastructure such as nuclear plants and smart grids. Moreover,
autoencoders and unsupervised deep learning models are increasingly used in anomaly detection
tasks, where labeled data may be scarce or unavailable (Uddin et al., 2022). This functional diversity
underscores the value of neural networks in ICS for tasks that exceed the capabilities of deterministic
logic and PID control. However, despite these applications, challenges in explainability and validation
of model outputs within safety-critical environments remain prevalent, requiring system operators to
retain domain-based verification processes (Akter & Ahad, 2022).

Figure 3: Neural Network Deployment in ICS
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Industrial environments impose stringent safety and real-time constraints that significantly influence
the architecture and deployment of neural networks within ICS. In contrast to consumer-grade
applications of Al, ICS must adhere to strict temporal deadlines, deterministic behavior, and system
stability under variable loads and external disturbances (Rahaman, 2022). Real-time operation requires
inference latency to be consistently low and predictable, a challenge given the computational intensity
of deep neural networks. Safety-critical processes—such as turbine speed control, pressure relief
actuation, and emergency shutdown protocols —cannot tolerate misclassifications or delays introduced
by black-box Al models. Consequently, ICS applications often rely on quantized or pruned versions of
neural networks to ensure real-time guarantees, though these modifications may reduce model
robustness (Hasan et al., 2022). Moreover, the validation and certification of neural networks for use in
regulated industrial sectors remain challenging due to the lack of formal verification techniques that
can ensure safety properties under all possible input conditions. These concerns are further amplified
when adversarial attacks are considered, as slight perturbations in sensor inputs can cause neural
models to produce unsafe outputs, leading to potentially hazardous control actions. Embedded Al
platforms with hardware acceleration (e.g., FPGA-based inference engines) have been proposed to
meet both real-time and safety constraints while retaining sufficient model capacity (Hossen & Atiqur,
2022). Nonetheless, balancing computational efficiency, robustness, and reliability continues to be a
core challenge in deploying neural networks within ICS contexts.

One of the most persistent limitations in deploying neural networks in ICS is the scarcity of high-quality
labeled datasets for training, validation, and testing. Unlike applications in image recognition or natural
language processing, where public datasets are abundant, industrial datasets are often proprietary,
sparse, or poorly annotated due to privacy concerns, regulatory restrictions, and data sensitivity
(Tawfiqul et al., 2022). This data bottleneck hinders the ability to train large-scale models that generalize
well across operational modes, environmental conditions, and fault scenarios. Transfer learning has
been explored as a solution, allowing pretrained models from related domains to be fine-tuned on small
ICS datasets, but effectiveness varies depending on process complexity and feature overlap. Another
approach has been synthetic data generation through simulation and digital twins, though such data
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may not fully capture real-world noise, drift, or stochastic behaviors. Domain adaptation and few-shot
learning offer additional pathways for knowledge transfer but are still underexplored in ICS contexts
(Sazzad & Islam, 2022). Moreover, models trained on clean, idealized data often fail to perform reliably
under operational conditions involving sensor degradation, latency, or calibration shifts. The lack of
standard benchmarks for ICS neural network performance further complicates reproducibility and
comparative validation. Therefore, the deployment of neural networks in ICS must account for domain-
specific variations and adapt to real-world constraints without overfitting to controlled or simulated
conditions.

Adversarial Examples in ICS

Adversarial examples are carefully crafted inputs that cause neural networks to produce incorrect
outputs while appearing indistinguishable from legitimate data to human observers (Koumakis, 2020).
In industrial control systems (ICS), adversarial examples can be generated by introducing
imperceptible perturbations into sensor readings or control signals to manipulate the behavior of
machine learning models responsible for monitoring and decision-making. These perturbations exploit
the high-dimensional decision boundaries in deep learning models and are optimized to maximize
output deviations without violating detection thresholds. The mechanics of adversarial attacks rely on
gradient-based optimization techniques that leverage access to the model’s parameters or structure to
compute minimal perturbations that significantly degrade model performance (Peng et al., 2021). In
ICS settings, the deterministic and feedback-driven nature of control processes makes the injection of
adversarial inputs especially dangerous, as incorrect model outputs may result in unsafe actuation,
process instability, or regulatory non-compliance. Furthermore, adversarial examples pose systemic
risks due to their transferability — the ability to deceive multiple models trained on the same task. In
domains such as chemical processing, power generation, and water treatment, adversarial
perturbations may simulate sensor drift, process faults, or operational anomalies, which neural
networks misinterpret, triggering faulty alarms or inappropriate control actions (Akter & Razzak,
2022). As such, adversarial examples represent a novel but highly consequential threat vector that must
be systematically analyzed in ICS contexts where human oversight is limited and autonomous decision-
making is essential.

Adversarial attacks in ICS can be categorized based on the attacker’s knowledge of the target model:
white-box attacks assume full access to the model’s architecture and parameters, while black-box
attacks operate with limited or no internal knowledge. White-box attacks pose significant threats in
development or testing environments where models are not yet deployed within secured operational
boundaries (Adar & Md, 2023). In such scenarios, attackers can compute exact gradients and exploit
vulnerability patterns specific to the model’s internal structure, resulting in highly effective
perturbations. FGSM, PGD, and CW attacks fall into this category and have been demonstrated to
achieve high success rates against ICS fault prediction and anomaly detection models. Conversely,
black-box attacks, which are more plausible in real-world ICS settings, leverage model outputs or
surrogate models to approximate decision boundaries and craft transferable adversarial inputs
(Hossen, 2023). Techniques such as Zeroth Order Optimization (ZOO), substitute model training, and
evolutionary algorithms have been employed to execute successful black-box attacks on ICS-oriented
deep learning models. Studies have shown that black-box attacks can exploit model uncertainty,
overfitting, and sensor noise margins to deceive safety-critical applications like water quality
monitoring and electric load balancing (Maniruzzaman et al., 2023). In both attack models, the
challenge for ICS lies in detecting subtle deviations in high-dimensional time series inputs, which are
often masked by natural fluctuations or calibration noise (Akter, 2023). Whether executed in white-box
or black-box settings, adversarial attacks in ICS contexts undermine trust in neural network-based
automation and highlight the urgent need for context-specific threat modeling.

Several adversarial attack techniques have been adapted and tested against neural network models
deployed in ICS environments. The Fast Gradient Sign Method (FGSM), introduced by Goodfellow et
al. (2014), is a single-step gradient-based attack that adds perturbations in the direction of the input
gradient to maximize classification loss. Despite its simplicity, FGSM has proven effective in altering
fault classification in smart grid and manufacturing systems (Hossen et al.,, 2023). The Projected
Gradient Descent (PGD) attack extends FGSM by using iterative steps and projection back onto a valid
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perturbation space, making it more powerful and suitable for targeted attacks in ICS anomaly
detection. DeepFool and the Carlini-Wagner (CW) attacks are optimization-based techniques that
minimize perturbation magnitude while maximizing model misclassification, and they have
demonstrated strong efficacy against ICS systems monitoring continuous variables such as temperature
and pressure (Shamima et al., 2023). The Jacobian-based Saliency Map Attack (JSMA) uses feature
selection to craft perturbations that target specific output nodes, particularly effective in discrete-state
classification models common in PLC programming. These attack methods have been empirically
validated on ICS datasets such as SWaT (Secure Water Treatment) and BATADAL (Battle of the Attack
Detection Algorithms), showing high attack success rates and minimal detectability. The versatility of
these techniques across multiple model types—CNNs, LSTMs, and DNNs—demonstrates their
applicability in both supervised learning and reinforcement learning ICS agents (Chen et al., 2020;
Ashraf & Ara, 2023). As these methods continue to evolve, their strategic application to ICS highlights
the intricate vulnerabilities present in industrial automation frameworks.

Adversarial Training and Robust Loss Functions

Adversarial training remains one of the most extensively studied and effective model-centric defenses
against adversarial attacks. It involves augmenting the training dataset with adversarial examples to
help the neural network learn more robust decision boundaries. This method enhances model resilience
by optimizing for worst-case perturbations within a defined epsilon-ball around each training input.
The TRADES (TRadeoff-inspired Adversarial DEfense via Surrogate-loss minimization) framework
further refines adversarial training by balancing clean accuracy with adversarial robustness using a
KL-divergence-based loss. Similarly, MART (Misclassification Aware adversarial Training) prioritizes
learning from vulnerable data points and emphasizes misclassified samples to strengthen
generalization under attack (Koay et al., 2023; Sanjai et al., 2023). In ICS environments, adversarial
training has been applied to models analyzing real-time sensor data from systems such as Secure Water
Treatment (SWaT), demonstrating improved fault classification accuracy under attack. However,
adversarial training increases computational cost and training time —constraints that are critical in
resource-limited ICS deployments. Moreover, fine-tuning adversarial training parameters such as
epsilon and iteration count is complex in time-series data, especially when ICS inputs reflect
multivariate dependencies (Akter et al., 2023). Despite these challenges, comparative studies confirm
adversarial training’s superior performance compared to non-robust baselines across smart grid fault
prediction, industrial robot trajectory control, and chemical plant diagnostics. While its success
depends on careful implementation and domain-specific calibration, adversarial training serves as a
foundational layer in the defense strategy for ICS-integrated deep learning models.

Gradient masking is another model-centric defense strategy that attempts to make the gradient
information less informative for attack algorithms. This technique hinders the attacker’s ability to
compute efficient perturbations by distorting or hiding gradients during backpropagation (Tonmoy &
Arifur, 2023). Common methods include defensive distillation, which uses softened labels and
temperature scaling to reduce sensitivity to adversarial changes, and activation clipping, which
introduces saturation points into neural responses. Although initial studies found that gradient
masking could lower the success rates of white-box attacks such as FGSM and PGD, later evaluations
revealed that these defenses often give a false sense of security due to obfuscated gradients. In ICS
applications, gradient masking has been explored in predictive maintenance and water flow anomaly
detection systems but has shown inconsistent results across datasets and attack models (Zahir et al.,
2023). Attacks like BPDA (Backward Pass Differentiable Approximation) and EOT (Expectation Over
Transformation) can bypass gradient masking, rendering the defense ineffective in many real-world
scenarios. Furthermore, ICS environments require not just robustness but interpretability and
consistency — characteristics that gradient masking does not support effectively (Abdullah Al et al.,
2024). Defensive strategies that obscure model internals can interfere with controller validation,
regulatory compliance, and human-in-the-loop safety checks (Razzak et al., 2024). Consequently, the
field has moved toward robust optimization and certified defenses that provide verifiable guarantees
instead of relying on obscurity. While gradient masking played a role in early adversarial defense
strategies, its limitations, especially in ICS where reliability is paramount, make it a suboptimal
standalone solution (Jahan, 2024).
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Figure 4: Model-Centric Adversarial Defense Strategies
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Preprocessing-based defenses, particularly input transformation and purification techniques, represent
a prominent class of adversarial defenses due to their architectural simplicity and model-agnostic
nature. These methods aim to sanitize adversarial perturbations before they reach the classifier by
altering the input data representation, thereby degrading the effectiveness of attacks like FGSM, PGD,
and CW (Al-Hawawreh et al., 2024; Jahan & Imtiaz, 2024). JPEG compression is one of the earliest
transformation-based defenses, relying on the elimination of high-frequency components that often
harbor adversarial noise. Bit-depth reduction reduces the granularity of input signals, effectively
clipping imperceptible variations and forcing the adversary to generate more detectable perturbations.
Autoencoders — particularly denoising autoencoders —have been employed to learn the manifold of
clean data and reconstruct input samples while removing extraneous noise. These models are especially
useful in ICS environments, where time-series and multivariate sensor inputs can be efficiently
compressed and reconstructed without significant loss of operational signal integrity (Imran et al., 2023;
Akter & Shaiful, 2024). In empirical tests on datasets such as SWaT and WADI, autoencoder-based
preprocessing has demonstrated notable reductions in attack success rates while preserving high
classification accuracy. Nonetheless, preprocessing defenses may inadvertently distort benign data,
especially when applied indiscriminately, leading to false positives or degraded system performance
under normal operating conditions. Additionally, while such techniques are computationally efficient,
their robustness can be bypassed by adaptive attackers who incorporate transformations into their
gradient estimation process (Khan et al., 2022; Subrato & Md, 2024). These findings suggest that
preprocessing methods are valuable first-line defenses but require precise calibration and integration
with ICS-specific domain knowledge.

Industrial Control Systems (ICS) impose unique constraints on preprocessing defenses due to their
reliance on physical signals, control feedback loops, and domain-specific signal characteristics. As a
result, generic preprocessing techniques — such as image compression or generic noise filtering —must
be tailored to the spectral and temporal properties of ICS data (Ammar et al., 2025). For example,
frequency filtering has emerged as a viable strategy to eliminate adversarial perturbations injected into
sensor streams without affecting critical system behavior. Low-pass and band-pass filters have been
used to attenuate high-frequency adversarial noise in power grid data and flow control systems
(Hossain et al., 2025; Akter et al., 2024). Kalman filtering and moving average smoothing techniques
have also been adapted for ICS anomaly detection, offering a balance between real-time responsiveness
and robustness against spurious fluctuations (Anika Jahan, 2025). Moreover, preprocessing defenses in
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ICS often involve multi-step pipelines combining signal segmentation, normalization, statistical
thresholding, and dimensionality reduction techniques such as PCA or ICA to enhance resilience. In
predictive maintenance applications, noise-resilient encoding schemes —such as Fourier and wavelet
transforms —have been leveraged to preserve fault-relevant frequency bands while discarding
adversarial residue (Jahan et al., 2025). In process control systems, temporal resampling combined with
sensor fusion across redundant channels has proven effective in filtering adversarial artifacts while
preserving true anomaly signatures. However, these adaptations require extensive system knowledge
and tuning, as over-filtering can suppress legitimate signals or introduce latency that disrupts time-
sensitive control processes (Akter, 2025). Despite their complexity, ICS-specific preprocessing pipelines
remain indispensable for translating general adversarial defense techniques into operationally viable
mechanisms within safety-critical domains.

Preprocessing defenses are particularly attractive in industrial settings because they do not necessitate
changes to the underlying neural network architecture. However, these defenses are increasingly
challenged by adaptive attacks that incorporate the transformation process into their optimization loop,
effectively learning how to bypass or nullify the defense (Rahman et al., 2025; Saheed & Arowolo, 2021).
Such attacks utilize methods like Backward Pass Differentiable Approximation (BPDA), which
approximates gradients through non-differentiable transformations, and Expectation Over
Transformation (EOT), which averages gradients over randomized transformations to preserve attack
transferability. In the ICS domain, where threat actors may gain access to deployment data via
compromised endpoints or rogue sensors, adaptive attacks against preprocessing defenses have shown
high success rates when tested on industrial datasets such as BATADAL and SWaT (Md et al., 2025).
Moreover, studies have found that attackers can exploit knowledge of filtering parameters,
compression ratios, or noise reduction techniques to craft perturbations that remain effective even after
input transformation (Barbhaya et al., 2025; Islam & Debashish, 2025). For instance, adversarial
examples have been generated to survive wavelet denoising and signal averaging filters while
maintaining minimal perceptibility. Another limitation is that preprocessing may inadvertently
amplify adversarial noise in the case of signal saturation or sensor drift, especially when coupled with
real-time latency constraints. These limitations underscore the necessity of combining preprocessing
methods with adaptive or reactive mechanisms such as adversarial training, ensemble defenses, or
anomaly-based detection (Mlslam & Ishtiaque, 2025; Nankya et al., 2023). While preprocessing
provides a valuable layer of defense, it should not be relied upon in isolation, especially when dealing
with sophisticated and resourceful adversaries capable of adapting to known countermeasures.
Preprocessing defenses must be implemented with care in ICS due to their potential effects on signal
integrity, system feedback loops, and control latency. Unlike in vision or audio domains, where minor
transformations may not impact overall performance, ICS rely on tightly coupled control logic that
responds to minute variations in sensor readings. For instance, signal smoothing techniques such as
moving averages or Gaussian filters may delay anomaly detection by several cycles, creating temporal
mismatches in feedback control loops. Furthermore, lossy transformations like bit-depth reduction and
quantization can remove essential dynamic features needed for fine-grained diagnostics, such as subtle
frequency harmonics in rotating machinery or gas composition profiles in chemical plants. In
applications involving proportional-integral-derivative (PID) controllers, even minor input distortions
can lead to incorrect actuation signals, affecting valve timing, load balancing, or thermal regulation.
Additionally, feedback control systems often rely on signal synchronization across multiple sensors;
thus, any preprocessing method that disrupts temporal alignment or signal-phase coherence can
destabilize the entire control routine (Hossen et al., 2025; Nankya et al., 2023). Real-time operation
further constrains preprocessing by imposing strict latency budgets, especially in systems requiring
millisecond-level reaction times. The trade-off between robustness and responsiveness becomes
evident when overly aggressive noise filtering reduces the model’s sensitivity to legitimate anomalies
(Bulusu et al., 2020; Sanjai et al., 2025). Consequently, preprocessing defenses in ICS must be tightly
integrated with system dynamics, validated through simulation and physical testbeds, and deployed
only after confirming their minimal impact on operational accuracy and timing.
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Model Output Analysis and Confidence Calibration

Post processing-based defenses utilize the model’s output layer — particularly its logits or probability
scores —to identify and reject adversarial inputs based on statistical irregularities. These techniques
leverage the observation that adversarial examples often induce low-confidence or overconfident
predictions that deviate from the normal behavior of clean data (Shaiful & Akter, 2025; Zhang et al.,
2023). One common strategy is the use of Mahalanobis distance in the output feature space to identify
samples that fall outside the distribution of known class representations. Another approach is statistical
modeling of softmax scores using Gaussian mixture models or kernel density estimators to isolate
atypical outputs. These methods have been adapted in ICS for applications such as anomaly detection
in water treatment plants and fault localization in electric grids, where real-time decisions are driven
by model confidence levels. Probabilistic thresholds have been implemented to flag uncertain or
suspicious predictions, which are then subjected to secondary verification by human operators or
fallback logic controllers (Ortiz-Jiménez et al., 2021; Akter, 2025). Outlier detection on logits has shown
promise in detecting FGSM, PGD, and CW attacks on time-series and multivariate ICS models,
particularly when trained under controlled input distributions. However, these methods are sensitive
to data drift and may misclassify rare but legitimate events as adversarial. Moreover, tuning detection
thresholds to minimize false positives while maintaining sensitivity remains a challenge, especially in
dynamic industrial environments. Despite these limitations, logit-based outlier detection is a valuable
non-invasive postprocessing layer for ICS models, providing an early warning signal for potential
adversarial interference without altering core network architecture (Talpini et al., 2024; Zahir et al,,
2025).

Auxiliary classifiers and ensemble architectures are widely used postprocessing techniques designed
to improve adversarial robustness by introducing redundancy and decision diversity in prediction
systems. The use of auxiliary classifiers involves appending secondary or parallel networks that verify
the primary model’s output or classify intermediate representations, enhancing adversarial detection
through consensus voting or output correlation (Wang et al., 2020; Zahir et al., 2025). In ICS contexts,
these classifiers have been applied in applications such as pipeline monitoring, voltage stability
analysis, and chemical plant diagnostics, where confirmation from multiple networks helps prevent
unsafe decisions triggered by perturbed inputs. Ensemble methods, including bagging, boosting, and
random subspace learning, aggregate the predictions of multiple differently trained models to reduce
susceptibility to single-point attacks.
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Diverse ensembles using varied initializations, architectures, or input transformations are more
resilient against transfer-based adversarial attacks, which often fail to mislead all models
simultaneously. For ICS deployments, hybrid ensembles comprising shallow decision trees, neural
networks, and statistical models offer complementary strengths, enhancing detection accuracy under
adversarial conditions. Furthermore, ensemble confidence metrics, such as vote entropy or
disagreement rate, have been used to trigger defense routines or signal operator intervention. However,
ensemble-based methods increase computational overhead and latency, especially when deployed on
embedded ICS hardware or in systems with strict real-time constraints. Their effectiveness also
depends on maintaining model diversity, which may diminish during adversarial training or
parameter sharing (Mao et al.,, 2022). Nonetheless, ensembles remain an effective layer of post hoc
defense, offering robustness through architectural multiplicity and prediction redundancy.
Quantifying uncertainty in neural network outputs is critical for detecting adversarial inputs and
improving decision reliability, particularly in ICS, where safety and control integrity are paramount.
Bayesian neural networks (BNNs) provide a probabilistic framework that models uncertainty by
treating weights as distributions rather than fixed values, allowing the network to express confidence
over predictions. Methods such as Monte Carlo (MC) dropout, variational inference, and deep
ensembles enable the estimation of epistemic uncertainty, which increases when the model encounters
out-of-distribution or adversarial inputs. In ICS settings, uncertainty-aware models have been used to
monitor water treatment quality, detect equipment degradation, and forecast power demand under
adversarial noise. For example, Bayesian LSTM models trained on time-series sensor data in smart grids
were able to flag anomalous predictions during CW and PGD attacks with significantly higher
uncertainty than during normal operations. Predictive entropy, mutual information, and confidence
intervals from posterior distributions serve as robust indicators for adversarial detection, reducing
reliance on hard classification thresholds. Additionally, techniques such as evidential deep learning
and temperature scaling have been employed to calibrate output probabilities, aligning model
confidence with empirical error rates. However, Bayesian inference introduces additional training and
inference overhead and may be computationally intensive for real-time ICS applications (Kivimaki et
al., 2023). These methods also require careful tuning of prior distributions and sampling strategies to
ensure accuracy under uncertainty. Still, uncertainty-aware postprocessing techniques offer
interpretable and statistically grounded defenses, enhancing operator trust and enabling proactive
responses to adversarial threats in industrial environments.

Sectoral Case Studies in Power, Chemical, and Manufacturing Systems

Smart grids and power distribution systems have emerged as primary testbeds for implementing and
evaluating adversarial defense strategies in ICS. These systems rely heavily on machine learning
models for demand forecasting, fault prediction, load balancing, and anomaly detection (Lambert et
al., 2024). Case studies show that neural networks used for voltage regulation and grid-state estimation
are vulnerable to gradient-based attacks like FGSM and PGD, which can induce unstable oscillations
or load shedding. In response, adversarial training and ensemble models have been deployed to
enhance the resilience of load forecasting algorithms, improving their robustness to perturbations
without compromising forecast accuracy. Additionally, preprocessing filters and Bayesian neural
networks have been integrated into substation automation systems to detect and reject anomalous
signals before they reach relay control modules. Several utility companies have also utilized digital
twins to simulate cyber-physical attacks and evaluate the effectiveness of defense mechanisms in a risk-
free environment. These simulations have revealed that coordinated attacks on geographically
distributed grid segments can be detected through multi-node correlation and decentralized inference.
However, the latency introduced by postprocessing and ensemble models remains a challenge for time-
sensitive protection schemes such as overcurrent and under-voltage relays.

Chemical plants and continuous process control systems present distinct challenges for adversarial
defense due to their reliance on nonlinear dynamics, feedback loops, and hazardous material
management. Neural networks are increasingly used in these sectors for predictive maintenance,
reaction monitoring, and fault diagnosis, often based on time-series sensor data and system state
estimations (Zhang et al., 2025). Case studies from facilities using SCADA and DCS architectures have
shown that attacks targeting temperature sensors, flow meters, or pH sensors can trigger inappropriate
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actuation —such as incorrect valve positioning or dosage adjustments —leading to cascading effects. In
response, robust optimization and adversarial training methods have been applied to LSTM and GRU
models trained on multivariate datasets, significantly improving resilience against perturbations (Wu
et al., 2025). Researchers have also implemented autoencoder-based anomaly detection pipelines and
ensemble classifiers in digital twin environments of water purification and chemical mixing plants,
yielding successful detection rates for stealthy attacks. These defenses are often evaluated using real-
world datasets such as the SWaT and WADI testbeds, which simulate real-time ICS operations and
enable reproducible evaluation of adversarial robustness. However, the interpretability of deep models
and their outputs remains a limitation in regulatory environments, where operational traceability is
critical (Chen et al., 2023). Moreover, excessive model complexity and preprocessing latency may
interfere with batch control systems and feedback timing, necessitating a balance between model depth
and real-time constraints. These case studies underscore the need for scalable and interpretable
defenses tailored to the nonlinear and hazardous nature of chemical ICS domains.

Figure 6: Adversarial Defense in ICS Domains
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Robotic and smart manufacturing systems, characterized by high-speed automation and precision
control, offer compelling environments for the application and testing of adversarial defense
mechanisms in ICS. These environments leverage neural networks for vision-based quality inspection,
predictive maintenance, trajectory planning, and dynamic resource allocation (Xu et al., 2024). Case
studies reveal that adversarial examples targeting sensor fusion inputs—such as lidar, camera, and
encoder signals —can result in trajectory deviation, production delays, or mechanical collisions. In one
notable implementation, ensemble learning combined with adversarial training was used to defend a
robotic arm’s inverse kinematics controller against perturbations introduced into joint-angle sensors,
significantly improving the safety margin. Bayesian neural networks and dropout-based uncertainty
estimation were also employed in robotic welders and pick-and-place robots to signal low-confidence
predictions and trigger human override mechanisms. Smart manufacturing testbeds such as the
German Industrie 4.0 labs and the REMOTE-Lab in Singapore have been instrumental in simulating
realistic adversarial attack scenarios on assembly lines and validating layered defense strategies (Lu et
al., 2024). However, integrating defense systems into manufacturing execution systems (MES) and
PLCs presents engineering challenges related to latency, resource overhead, and software
compatibility. Furthermore, the need for continuous uptime in production facilities imposes strict
thresholds on permissible false positives in anomaly detectors (Jang & Kim, 2023). Despite these
constraints, sector-specific deployments in manufacturing have proven that hybrid defenses—
comprising model-centric, preprocessing, and postprocessing techniques —can meaningfully improve
resilience against adversarial disruptions in high-throughput industrial environments (Yang et al.,
2024).
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Frameworks and Benchmarks

Evaluating adversarial defense mechanisms in Industrial Control Systems (ICS) requires a multi-
dimensional set of performance metrics that extends beyond traditional accuracy assessments. In
addition to adversarial robustness —the ability of a model to maintain classification performance under
perturbed inputs —metrics such as latency, energy consumption, interpretability, and scalability are
critical in determining deployment feasibility (Haque et al., 2018). Latency is especially vital in ICS,
where feedback loop constraints demand sub-second or even millisecond-level inference to maintain
system stability. Energy usage, while often overlooked, plays a significant role in embedded or edge
computing environments where deep learning models run on constrained hardware. For instance,
adversarial training and ensemble defenses often trade computational efficiency for robustness, a
compromise that can hinder real-time performance in distributed control systems. Scalability must also
be assessed, as many ICS involve thousands of sensors and actuators spread across large geographical
or hierarchical control networks. Interpretability metrics are particularly relevant in regulated
environments like power grids and chemical plants, where decisions influenced by neural networks
must be traceable and verifiable. Fl-score, AUROC, adversarial detection rate, and perturbation
magnitude tolerance are frequently used to compare model performance under varying levels of
adversarial stress. These evaluation dimensions collectively determine a defense method’s operational
viability and help industrial stakeholders select the most appropriate defense configuration for their
specific application context.

Figure 7: Evaluating ICS Adversarial Defence Metrics
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Benchmarking adversarial defenses in ICS necessitates high-fidelity datasets and evaluation
frameworks that mirror real-world industrial conditions. Among the most widely used are the Secure
Water Treatment (SWaT), Water Distribution (WADI), and BATADAL datasets, each capturing multi-
sensor ICS behavior under both benign and adversarial scenarios (Dutta & Granjal, 2020). The SWaT
dataset, for example, simulates a physical water treatment plant controlled via programmable logic
controllers (PLCs), offering rich time-series data across six stages of water purification. BATADAL,
developed during the "Battle of the Attack Detection Algorithms" challenge, contains simulated
cyberattacks against a water network, designed for testing detection accuracy and false alarm rates
under adversarial stress. These datasets have been instrumental in comparative studies involving
adversarial training, input preprocessing, postprocessing, and ensemble-based defenses. Evaluation
frameworks typically incorporate adversarial threat modeling, including white-box and black-box
scenarios, iterative and single-step attack variants (e.g., FGSM, PGD, CW), and statistical robustness
indicators such as attack success rate and model degradation curves (Nankya et al., 2023). In smart grid
applications, synthetic datasets generated through simulation environments such as GridLAB-D or
Opal-RT have also been used to evaluate voltage regulation and frequency stabilization models under
attack. Despite their utility, existing benchmarks often lack diversity in terms of ICS sectors, signal
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modalities, and long-term operational dynamics (Amir et al., 2018). As a result, there is a growing need
for sector-specific benchmarking tools that reflect the operational, physical, and cyber-physical
intricacies of ICS across different industries.

Hybrid and layered defense strategies have gained traction as a comprehensive response to adversarial
threats in ICS, combining multiple defense mechanisms to increase robustness across different attack
vectors. These architectures typically integrate model-centric defenses (e.g., adversarial training, robust
loss functions), preprocessing techniques (e.g., denoising filters, autoencoders), and postprocessing
modules (e.g., confidence-based detectors, Bayesian inference) to address the limitations of any single
method (Trippel et al., 2020). For instance, one study in a power substation control system used a
combination of PGD-trained neural networks and Mahalanobis distance-based output monitoring to
detect adversarially induced faults with over 90% success rate, while maintaining real-time
performance. Similarly, water treatment systems have successfully adopted hybrid pipelines where
input signal smoothing, adversarial training, and uncertainty calibration operate in parallel to improve
anomaly classification under gradient-based and transfer attacks. In manufacturing domains,
ensembles of CNNs and LSTMs have been combined with dropout-based uncertainty estimators and
activation clipping to prevent physical disruption caused by adversarial trajectory commands. These
layered architectures allow for redundancy, modularity, and defense-in-depth, which are essential in
safety-critical environments that cannot rely on a single point of failure. However, combining multiple
defense layers often increases system complexity and integration overhead, potentially impacting
scalability and maintainability (Varghese et al., 2022). Moreover, effectiveness under adversarially
adaptive conditions —where attackers target the defense ensemble itself —remains an open area of
research (Ali et al., 2022). Despite these challenges, hybrid strategies provide a practical pathway for
operationalizing robustness in diverse ICS environments.

One of the critical challenges in adversarial defense research for ICS is ensuring reproducibility and
generalizability of evaluation results across different sectors and operational contexts. Reproducibility
is often hindered by the lack of standardized attack settings, differences in model architectures, and
insufficient disclosure of hyperparameters or preprocessing routines (Magan-Carrion et al., 2020).
Studies frequently use different epsilon values, attack iterations, or data preprocessing pipelines,
making it difficult to compare the effectiveness of defenses on a consistent basis. Additionally, cross-
domain generalizability remains limited; a defense mechanism effective in smart grids may perform
poorly in batch chemical processes due to differing control logic, sensor behavior, and timing
characteristics (Koay et al., 2023). For instance, PGD-trained classifiers may withstand perturbations in
flow sensor data but fail when applied to vibration data in manufacturing systems. Digital twins and
real-time simulators offer partial solutions by enabling the controlled replication of attacks and
responses in different industrial settings, but these environments often lack the complexity of live ICS
systems. Furthermore, the proprietary nature of many industrial platforms restricts open access to
codebases, sensor logs, and control logic needed for rigorous evaluation. To address these issues,
researchers have advocated for unified benchmarking protocols, sector-specific defense registries, and
collaborative platforms for defense validation across ICS verticals (Wang et al., 2021). Until these
initiatives mature, the field must contend with variability in methodologies and the challenges of
translating academic insights into robust, cross-sector operational standards.

Cybersecurity Standards and Policy

Global cybersecurity standards such as NIST (National Institute of Standards and Technology), ENISA
(European Union Agency for Cybersecurity), and the IEC 62443 series have established essential
frameworks for managing risk in Industrial Control Systems (ICS), including emerging threats posed
by adversarial machine learning. NIST's Special Publication 800-82 provides a detailed guide for
securing ICS by outlining protocols for access control, incident response, and system hardening
(Kumari et al., 2023). ENISA’s guidelines for cybersecurity in Industry 4.0 emphasize resilience against
cyber-physical attacks, incorporating Al risk modeling and situational awareness into industrial
security architecture. The IEC 62443 standards — particularly parts 3-3 and 4-1— prescribe a lifecycle-
oriented approach to securing automation and control systems, introducing requirements for
component security, secure communication, and system integrity. While these standards provide
general principles for ICS protection, their treatment of Al-specific threats, such as adversarial
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examples, remains limited. Recent amendments and annexes have begun recognizing Al-based
operational technology (OT) elements as new attack surfaces, prompting interest in Al-tailored
compliance metrics (Wali et al., 2025). For example, NIST’s Al Risk Management Framework (RMF)
now encourages developers to assess adversarial robustness and incorporate uncertainty-aware
learning in Al-enabled safety-critical systems. Similarly, ENISA’s 2022 threat landscape report
explicitly identifies adversarial machine learning as a rising concern for ICS environments. However,
the implementation of these standards varies widely across countries and sectors, with many small and
medium-sized enterprises (SMEs) lacking the resources to adopt advanced Al security practices. As
adversarial threats evolve, updating global standards to include concrete guidelines for neural network
robustness will be critical in unifying the defense posture of ICS worldwide.

Figure 8: Standardizing Adversarial Defense Policies
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Policy discussions surrounding Al integration in ICS have increasingly acknowledged the dual-use
nature of machine learning—where the same algorithms that enable efficiency gains also introduce
novel vulnerabilities. Governments and regulatory bodies are beginning to formalize discourse around
the risks of adversarial machine learning in cyber-physical infrastructure, recognizing that Al-powered
control systems lack the deterministic transparency required for safety-critical environments (Le Jeune
et al., 2021). The U.S. Cybersecurity Executive Order 14028 emphasizes the need for secure software
development, including Al assurance mechanisms that account for manipulation through adversarial
inputs. Internationally, the Global Forum on Cyber Expertise (GFCE) and the Industrial Internet
Consortium (IIC) have promoted guidelines to evaluate Al-based controls in operational contexts,
highlighting the urgency of building adversarial-aware resilience frameworks. Policy narratives are
evolving to frame adversarial robustness not merely as a technical challenge but as a matter of national
and economic security, particularly for sectors like energy, water, transportation, and defense. Several
initiatives in the EU, such as the Al Act and the Cyber Resilience Act, propose mandatory Al risk
evaluations and lifecycle monitoring to mitigate vulnerabilities across connected infrastructure . These
efforts are complemented by the OECD’s work on Al principles, which encourages transparency,
reliability, and robustness as essential Al design objectives. Despite growing alignment between Al
policy and industrial cybersecurity, gaps remain in translating abstract policy statements into
actionable compliance checklists and control requirements for Al-based ICS (Sarker, 2024b). Thus, the
ongoing policy discourse plays a pivotal role in shaping regulatory environments that demand and
enforce adversarial defense practices within critical infrastructure ecosystems.
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METHOD
This systematic review was conducted in accordance with the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) 2020 guidelines to ensure methodological rigor, transparency,

and reproducibility.
Figure 9: Methodology of This Study
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PRISMA offers a structured and standardized approach to reporting systematic reviews and meta-
analyses and is widely recognized as a benchmark for high-quality evidence synthesis across
disciplines, including cybersecurity, artificial intelligence, and industrial systems. The application of
the PRISMA framework enabled a systematic selection, appraisal, and synthesis of literature pertaining
to adversarial defense mechanisms in neural networks deployed within Industrial Control Systems
(ICS), with a specific focus on fault tolerance and operational resilience. The first step in the PRISMA-
compliant review process was the formulation of a clear and focused research question using the PICO
framework (Population, Intervention, Comparison, Outcome). The population of interest was ICS
environments, the intervention comprised various adversarial defense mechanisms, the comparison
involved different types of machine learning attacks (e.g., FGSM, PGD, CW), and the outcomes were
measured in terms of robustness, latency, accuracy, and operational feasibility. This structured
approach guided the entire review process and helped maintain alignment between the inclusion
criteria and the research objectives. A comprehensive and replicable search strategy was employed
across multiple scholarly databases including IEEE Xplore, ACM Digital Library, Scopus, Web of
Science, and ScienceDirect. The search terms were developed through Boolean logic and included
combinations such as ("adversarial attacks" AND '"neural networks" AND "ICS"), ("fault tolerance"
AND "deep learning" AND '"cyber-physical systems"), and ("machine learning defense" AND
"industrial control systems"). The search was limited to peer-reviewed journal articles and conference
proceedings published between 2013 and 2024 to ensure the inclusion of both foundational and
contemporary works. The initial search yielded 1,124 records.

The screening and eligibility assessment followed a two-stage process: title/abstract screening followed
by full-text review. Duplicates were removed using reference management software (e.g., EndNote and
Zotero), reducing the corpus to 834 unique studies. Two independent reviewers screened the abstracts
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and titles to exclude studies that were not directly related to adversarial defenses or ICS contexts.
Discrepancies between reviewers were resolved through discussion or by consulting a third reviewer.
In the full-text assessment phase, studies were included if they met all the following criteria: (1)
addressed adversarial machine learning in neural networks, (2) involved application or
experimentation in ICS or related cyber-physical systems, (3) provided empirical evidence or
theoretical evaluation of defense mechanisms, and (4) were published in English. Following this
process, a total of 126 studies met the inclusion criteria and were retained for qualitative synthesis. A
PRISMA flow diagram was constructed to visually represent the article selection process, documenting
the number of studies identified, screened, included, and excluded at each stage, along with reasons
for exclusion. Common reasons for exclusion during full-text screening included lack of relevance to
ICS, absence of empirical data, and papers focusing solely on offensive attack modeling without
defense considerations. The data extraction and coding process was conducted systematically using a
structured data extraction form developed in Microsoft Excel. The extracted variables included
publication year, study design, dataset type (e.g., SWal, BATADAL, custom datasets), defense
methodology (e.g., adversarial training, preprocessing, postprocessing), attack model type (e.g., white-
box, black-box), evaluation metrics (accuracy, robustness, latency), and sectoral focus (e.g., smart grid,
chemical plant, robotic manufacturing). This structured coding allowed for categorical aggregation and
comparison across studies.

To assess the methodological quality and risk of bias, the included studies were evaluated using an
adapted version of the Mixed Methods Appraisal Tool (MMAT). Factors considered included the
clarity of research design, transparency in model architecture reporting, validity of evaluation metrics,
reproducibility, and defense effectiveness under multiple attack scenarios. Studies were classified into
high, moderate, or low quality based on these parameters. Finally, the synthesis process followed a
narrative integrative approach, categorizing findings into thematic clusters aligned with the study’s
core research objectives: taxonomy of adversarial attacks, model-centric defenses, preprocessing and
postprocessing methods, sectoral implementations, benchmarking practices, and regulatory
perspectives. The qualitative synthesis maintained fidelity to PRISMA’s emphasis on minimizing bias,
enhancing transparency, and enabling replication. Through rigorous adherence to the PRISMA 2020
guidelines, this review ensures a transparent and structured methodology, enabling clear traceability
from research question formulation to evidence synthesis. It further provides a robust platform for
informing ICS practitioners, policymakers, and Al researchers about the state-of-the-art in adversarial
defense for neural network-enabled critical infrastructure.

FINDINGS

Among the 126 reviewed articles, a significant proportion—64 studies (50.8%)—focused on model-
centric defense mechanisms, highlighting adversarial training and its derivatives as the most frequently
employed methods for enhancing neural network robustness in ICS contexts. Of these, over 35 articles
had citation counts exceeding 100, indicating both academic influence and practical relevance.
Adversarial training was found to significantly improve model resilience across varied ICS datasets,
particularly in fault detection, sensor anomaly classification, and predictive maintenance tasks.
Variants such as iterative adversarial training, misclassification-aware training, and TRADES were
prominently used due to their balanced performance under clean and perturbed conditions. Models
trained using PGD-generated adversarial examples demonstrated higher tolerance to input
perturbations, reducing adversarial success rates by as much as 45% in some testbed environments.
These methods consistently outperformed baseline models by margins ranging from 8% to 15% in F1-
scores and robustness indicators. Another key trend observed was the adaptation of training schedules
and loss functions to accommodate multivariate time-series data commonly found in ICS
environments. However, performance degradation due to computational overhead and training
instability in low-data regimes was also frequently reported. Studies implementing adversarial training
in smart grid scenarios and robotic manufacturing processes showed that defense models were more
resistant to control drift and command spoofing compared to conventional models. These findings
suggest that model-centric defenses have become the cornerstone of ICS resilience strategies and reflect
a growing maturity in applying theoretically robust methods to safety-critical environments.
Approximately 29 of the reviewed articles (23%) examined preprocessing-based defenses, particularly
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input sanitization and signal hardening techniques. These studies focused on the use of denoising
autoencoders, frequency filters, and signal smoothing methods to sanitize input data before model
inference. Over 12 of these studies had citation counts above 80, reinforcing the relevance of
preprocessing in ICS research. The findings indicated that denoising autoencoders were particularly
effective in identifying and reconstructing clean data from perturbed inputs, achieving an average
detection improvement of 22% across three widely used ICS datasets. In water treatment systems, for
example, the use of low-pass filters on level sensors significantly reduced false positives during
adversarial attacks by minimizing high-frequency perturbations. Another notable finding was the
successful deployment of wavelet and Fourier transforms to separate anomalous noise from normal
process variation in smart manufacturing systems. While preprocessing defenses were generally less
resource-intensive than adversarial training, their standalone effectiveness was lower, with an average
adversarial attack detection rate of approximately 68%. Several studies showed that when
preprocessing was combined with lightweight statistical detectors, detection accuracy improved by
over 12%, offering a practical trade-off between performance and latency. Signal hardening strategies
that integrated multiple sensor streams also demonstrated improved robustness, particularly when
temporal redundancy was leveraged to identify inconsistencies. However, one recurring limitation was
the potential for signal distortion, especially in feedback-driven ICS, which impacted process control
precision. Despite this, the findings confirm that preprocessing defenses, while not exhaustive in
isolation, provide essential support for adversarial detection in latency-sensitive and computationally
constrained ICS environments.

Figure 10: Distribution of Reviewed Articles by Defence Category
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Among the articles reviewed, 24 studies (19%) focused on postprocessing defenses, particularly model
output analysis through confidence scoring, logit monitoring, and uncertainty estimation. Notably, 10
of these studies had citation counts exceeding 90, highlighting sustained scholarly interest in this
domain. The findings indicate that postprocessing mechanisms are especially effective as secondary
layers of defense, capable of flagging anomalous outputs even when perturbations bypass input-level
filters. Across testbeds involving power distribution and robotic manufacturing systems, the
application of statistical outlier detection on model logits yielded adversarial detection rates of up to
84% in white-box scenarios. The use of Mahalanobis distance metrics, predictive entropy thresholds,
and temperature-scaled confidence calibration enabled precise differentiation between clean and
adversarial inputs. Furthermore, Bayesian neural networks and Monte Carlo dropout techniques were
employed to estimate epistemic uncertainty, proving highly effective in detecting out-of-distribution
and manipulated inputs, particularly in low-frequency anomaly detection tasks. On average, models
integrated with confidence-based postprocessing reported a 17% improvement in robustness without
any architectural modification. Hybrid postprocessing methods, which combined auxiliary classifiers
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with ensemble disagreement metrics, also showed improved detection reliability, especially in systems
requiring explainable Al outputs. Despite these advantages, studies noted the computational and
latency costs associated with repeated inference passes, which limited deployment in systems requiring
millisecond-level responsiveness. Nevertheless, the results underscore the importance of
postprocessing as a lightweight, modular, and interpretable addition to ICS security frameworks.

A significant segment of the literature —41 studies (32.5%) —conducted sector-specific evaluations of
adversarial defenses, with a focus on smart grids, chemical plants, water treatment systems, and robotic
manufacturing. Of these, 20 studies were cited more than 100 times, signifying the practical relevance
of their findings in real-world ICS applications. In smart grid systems, adversarially trained models
outperformed traditional control predictors by a margin of 19% in resilience scores and exhibited
higher fault localization precision. In chemical process control, hybrid defenses that combined
preprocessing filters and post-hoc uncertainty measures reduced attack success rates by more than 60%,
particularly in systems involving pH regulation and heat exchangers. Similarly, robotic manufacturing
systems using ensemble classifiers coupled with dropout-based confidence analysis were able to
prevent 73% of simulated adversarial-induced misalignments in trajectory control. However, findings
from digital twin-based evaluations highlighted critical challenges. In over 30% of the sectoral case
studies, defense integration introduced noticeable latency increases, with some systems experiencing
up to a 35% delay in feedback loop execution. Furthermore, interoperability issues with legacy PLCs
and industrial protocols like Modbus and DNP3 were reported in 11 studies, limiting the effectiveness
of defense modules under real-time operational constraints. Despite these limitations, the sectoral
findings validate that adversarial defense strategies must be customized for each industrial vertical,
accounting for specific process dynamics, sensor characteristics, and regulatory requirements.

Finally, the review identified significant gaps in benchmarking consistency and reproducibility across
the field. Although 33 studies (26.1%) utilized well-known testbeds such as SWaT, BATADAL, or
WADI, only 14 of these studies were accompanied by publicly available code or reproducible
configuration details, despite citation counts averaging over 120 in some cases. Evaluation metrics
varied widely across the literature, with some studies focusing solely on accuracy and F1-score, while
others reported attack success rates, robustness margins, or perturbation thresholds. This lack of
standardization made direct comparison across studies challenging and created ambiguity in
interpreting defense effectiveness. Moreover, fewer than 10% of reviewed papers included cross-
domain validations, limiting generalizability. For instance, defenses that performed well on water
treatment datasets often failed when applied to power system control datasets, suggesting high domain
dependency. Another issue was the limited exploration of adversarial transferability and the minimal
testing of black-box attack robustness, which was addressed in only 17 studies. Additionally,
hyperparameter configurations for adversarial training and postprocessing modules were rarely
consistent, affecting reproducibility. Despite the availability of platforms like MITRE ATLAS and
NIST’s Al testbed guidelines, adoption of standardized evaluation protocols remained low. These
findings underscore an urgent need for community-wide benchmarking initiatives and transparent
reporting standards that can facilitate cumulative knowledge-building and industrial-scale
deployment of adversarial robust neural network models.

DISCUSSION

The review findings reaffirm the primacy of model-centric defense mechanisms— particularly
adversarial training—as foundational strategies in ICS applications. This aligns with foundational
research, which demonstrated that adversarial training provides improved generalization and
robustness across a range of threat models. In ICS contexts, the structured and repeatable nature of
system inputs makes adversarial training more effective compared to stochastic domains such as vision
or speech recognition. Compared to early implementations in domains like CIFAR-10 or MNIST, ICS-
specific adversarial training leverages time-series properties and multivariate signal dependencies, as
shown in subsequent works. While these methods retain their relevance, our findings highlight a
persistent trade-off between robustness and training efficiency. Earlier works by Masud et al. (2024)
addressed this by proposing faster or loss-aware adversarial training techniques. However, our review
confirms that many ICS-specific studies continue to rely on baseline PGD training due to its simplicity
and robustness, despite its computational demands. Moreover, real-world implementations in smart
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grids and chemical plants indicate that adversarial training alone is insufficient for comprehensive
protection. This observation echoes critiques by Ali et al. (2024), who highlighted that models trained
exclusively on known attacks remain vulnerable to unseen perturbation strategies. Thus, while
adversarial training remains a critical component in ICS defense, it must be complemented with other
techniques to ensure holistic resilience.

The findings also validate the growing role of preprocessing techniques— particularly denoising,
filtering, and signal transformation—as accessible and computationally lightweight defenses. Earlier
studies by Siakas et al. (2025) established the foundations of input transformation methods, noting their
advantages in reducing attack transferability. In ICS environments, these techniques have been adapted
to operate on sensor signals rather than image pixels, and our review shows that frequency-domain
transformations such as wavelet filters and low-pass smoothing outperform pixel-domain
preprocessing when applied to physical process variables. This supports the observations of Sarker,
(2024), who demonstrated significant noise attenuation in ICS datasets using frequency-aware signal
sanitization. Furthermore, preprocessing defenses have proven useful when used in tandem with post-
hoc detectors, yielding increased robustness with minimal resource overhead —a synergy also observed
in the hybrid defense model proposed by Masud et al. (2024). However, our findings point to a
persistent issue first identified by Sarker (2024): the vulnerability of preprocessing methods to adaptive
attacks, particularly those using Expectation Over Transformation (EOT) and Backward Pass
Differentiable Approximation (BPDA). ICS-specific studies confirm that sophisticated adversaries can
account for deterministic preprocessing steps and design perturbations that bypass them. This
duality —high efficiency versus limited adaptivity —reinforces the conclusion drawn that
preprocessing alone cannot be a silver bullet for adversarial robustness in mission-critical settings. The
challenge, therefore, lies in configuring preprocessing pipelines that preserve signal integrity while
supporting dynamic threat adaptation.

Postprocessing defenses based on logit monitoring, uncertainty estimation, and auxiliary classification
continue to emerge as vital layers in adversarial defense pipelines. The findings in this review echo
earlier insights by Ali et al. (2024), who demonstrated that adversarial examples often occupy atypical
positions in the model output space, making them detectable through statistical or probabilistic
techniques. ICS-specific implementations further refine these concepts by applying confidence-based
detectors to sensor and control loop outputs, offering safety margins for critical decision-making.
Bayesian inference, dropout-based uncertainty, and entropy-based calibration techniques are
particularly effective in scenarios where input-based filtering is insufficient. These observations expand
on the work of Siakas et al. (2025), who validated deep ensembles and uncertainty metrics across
various tasks. In industrial systems, such methods support real-time operator alerts, helping to prevent
cascading failures. However, while output-level detection is highly interpretable and often less
computationally intensive than full adversarial training, it is still susceptible to overconfidence and
adversarial calibration attacks —a limitation first discussed by Sarker (2024). Our review also found that
implementation of logit-based defenses often suffers from high false positive rates under natural input
variance, echoing findings by Parizad et al. (2025). Therefore, while postprocessing serves as an
essential fail-safe in ICS, its effectiveness depends on proper threshold tuning and integration with
upstream defense layers.

The review provides a nuanced understanding of how adversarial defenses perform across different
ICS sectors, including smart grids, water treatment, chemical processing, and robotic manufacturing.
This sectoral differentiation builds on the groundwork laid by Gautam (2023), who emphasized that
security controls must align with operational dynamics. For example, in smart grid systems, the
temporal regularity and spatial distribution of signals offer natural redundancies that enhance the
performance of ensemble and time-series models—a trend also identified by Jin et al. (2025).
Conversely, robotic systems require sub-millisecond response times, limiting the applicability of
resource-heavy defenses such as Monte Carlo dropout or ensemble classifiers. These findings mirror
conclusions and found that control latency often dictates the practicality of defense integration. Our
review further reveals that in chemical and water systems, hybrid architectures combining
preprocessing and adversarial training were especially effective in preserving control stability under
adversarial pressure. However, earlier studies seldom accounted for interoperability limitations
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between defense algorithms and legacy ICS components. By contrast, our findings highlight frequent
difficulties in deploying Al-based defenses on PLCs and SCADA nodes, echoing concerns raised by
Sarker (2024). These sectoral insights collectively suggest that adversarial defense strategies must be
customized, not only for algorithmic robustness but also for process continuity, latency, and hardware
constraints unique to each ICS domain.

A notable challenge highlighted in the review is the lack of consistency and reproducibility in
adversarial defense benchmarking within ICS literature. This problem is consistent with earlier
critiques by Moosavi et al. (2024), who emphasized the importance of standardized evaluation criteria
for validating robustness claims. Our review observed a wide divergence in how studies define attack
success, measure model degradation, and report evaluation metrics. While datasets such as SWaT,
WADI, and BATADAL are frequently used, only a subset of studies disclosed code, hyperparameters,
or test configurations, making cross-comparisons unreliable. This aligns with concerns raised by (Bou-
Harb et al., 2024), who found that many defense claims do not hold under reproducible conditions.
Furthermore, there remains a lack of cross-domain validation—few studies test defenses across
different ICS types, limiting generalizability. This contrasts with early efforts in computer vision
research that moved toward common baselines and robust benchmarking toolkits. The lack of unified
ICS benchmarks creates a fragmented understanding of defense efficacy, making it difficult for
industry practitioners to adopt validated strategies. Building on this issue, our findings reinforce the
need for shared benchmarking platforms tailored to ICS settings, including datasets that account for
varying sampling rates, control architectures, and sector-specific physical dynamics.

Figure 11: Proposed Model for future study
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The integration of adversarial robustness into regulatory frameworks is another emerging theme
reinforced by this review. Prior studies noted the foundational role of standards like NIST 800-82 and
IEC 62443 in ICS security (Negi & Karimi, 2024), but few explicitly addressed Al threats until recently.
Our findings suggest that newer policy efforts, such as Ahmad et al. (2024) and ENISA’s threat
landscape reports, are beginning to explicitly reference adversarial machine learning. This trend is
supported by recent initiatives like MITRE’s ATLAS, which offers a repository of adversarial tactics
and mitigations. The review reveals that leading-edge studies now incorporate compliance metrics
such as robustness scoring, model explainability, and fallback behavior into their evaluations. This shift
toward policy-aligned defense design echoes calls by Alcaraz and Lopez (2022) for a more integrative
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cybersecurity governance approach. However, many organizations lack the expertise or budget to
implement Al-specific compliance measures, especially in SMEs. The divergence between regulatory
ambition and industrial capability presents a bottleneck to widespread adoption of robust Al Thus,
aligning defense methodologies with operational guidelines remains essential for embedding
adversarial resilience into everyday ICS practice (Wang et al., 2023). In addition, the review underscores
the importance of tailoring adversarial defense mechanisms to the unique operational constraints and
priorities of ICS environments. Unlike conventional IT systems, ICS prioritize process continuity, real-
time control, and human-machine safety, often at the expense of computational flexibility. Earlier
works by Maleh and Maleh (2022) emphasized these distinctive qualities, which are further
corroborated by our sectoral analysis. Practical implementation of Al defenses in ICS must consider
latency budgets, interoperability with legacy systems, and risk management culture within industrial
organizations. Findings suggest that a one-size-fits-all defense strategy is unlikely to succeed; rather,
modular, hybrid architectures that can be tuned to context-specific parameters are preferable. This
supports the architectural recommendations of Tien (2020), who proposed layered defenses that
separate safety-critical control from Al inference. Furthermore, explainability and human oversight
emerge as operational necessities, not optional features, especially in sectors governed by strict
regulatory codes (Gomathi, 2024). In sum, the effectiveness of adversarial defenses in ICS hinges not
only on algorithmic sophistication but also on their contextual awareness and integration fidelity
within complex industrial ecosystems (Kromah et al., 2024).

CONCLUSION

In conclusion, this systematic review provides a comprehensive synthesis of adversarial defense
mechanisms applied to neural networks within Industrial Control Systems (ICS), emphasizing the
intersection of machine learning robustness and cyber-physical system reliability. Drawing upon 126
rigorously selected studies, the review establishes that while model-centric defenses— particularly
adversarial training — form the backbone of current strategies, they are most effective when augmented
by preprocessing techniques and postprocessing detection layers tailored to the temporal and
operational dynamics of ICS. Sector-specific implementations across smart grids, chemical plants, and
manufacturing systems reveal that defense efficacy is highly context-dependent, necessitating flexible
and hybrid architectures. The review also identifies significant challenges in benchmarking
consistency, cross-domain generalizability, and reproducibility, underscoring the need for
standardized evaluation protocols and public-access datasets. Furthermore, the integration of
adversarial robustness into international regulatory frameworks such as NIST, ENISA, and IEC 62443
remains nascent but increasingly essential as Al-enabled control systems proliferate across critical
infrastructure. Despite technical advances, real-world adoption is constrained by hardware limitations,
latency sensitivities, and a lack of adversarial literacy among ICS practitioners. Therefore, the
advancement of robust neural network deployment in ICS hinges on the continued co-evolution of
technical, regulatory, and operational frameworks, fostering secure, interpretable, and resilient
automation in safety-critical domains.

RECOMMENDATIONS

Based on the findings of this systematic review, several key recommendations emerge for enhancing
adversarial defense mechanisms in neural networks deployed within Industrial Control Systems (ICS).
First, there is a clear need to adopt hybrid and layered defense architectures that combine model-centric
strategies like adversarial training with preprocessing techniques such as signal filtering and
postprocessing approaches like logit monitoring. These integrated systems provide redundancy and
compensate for the limitations of any single method, making them especially suitable for safety-critical
environments where robustness cannot be compromised. Second, defense mechanisms must be
tailored to the specific characteristics of different ICS sectors. For example, smart grids prioritize
distributed inference and latency efficiency, whereas chemical plants emphasize process continuity and
multi-sensor integration. Sector-specific configurations ensure that the defense aligns with operational
constraints and control logic.” Another critical recommendation is the standardization of evaluation
frameworks and benchmark datasets. The current landscape suffers from inconsistent metrics and
reporting, which limits the reproducibility and comparability of findings. Establishing unified
benchmarks and encouraging the use of shared datasets such as SWaT, WADI, and BATADAL will
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improve the validity of defense claims and accelerate progress in the field. Moreover, adversarial
robustness should be formally integrated into cybersecurity compliance standards such as NIST 800-
82, ENISA protocols, and IEC 62443. Doing so would mandate adversarial risk assessments, testing
protocols, and contingency measures as part of routine ICS security audits. To support operational
adoption, it is also vital to emphasize explainability and trust. Defense systems must include
interpretable outputs that empower human operators to verify, override, or respond to Al-based
decisions during anomalous events. This is especially important in regulated sectors where
transparency is a compliance necessity. Additionally, investment in adversarial literacy through
workforce training is essential. Engineers, system operators, and cybersecurity professionals must be
equipped to recognize, simulate, and mitigate adversarial risks. Lastly, fostering cross-sector
collaboration between academia, industry, and regulatory agencies will be key to driving innovation,
sharing best practices, and ensuring the responsible development and deployment of adversarial

defenses in ICS environments.
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