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Abstract 
This study examined the impact of Zero Trust Architecture on stock exchange network security through a 
quantitative quasiexperimental design, focusing on access control performance and incident reduction. The 
analysis was based on a comprehensive dataset of 48,600 network events collected across preimplementation and 
postimplementation phases, ensuring balanced and comparable conditions. The findings revealed substantial 
improvements in key security indicators following the adoption of Zero Trust controls. Authentication success 
rates increased from 82.4% to 91.7%, while unauthorized access attempts decreased by 58.4%, demonstrating 
enhanced identity verification and access governance. Additionally, total security incidents declined from 312 to 
138 events, representing a reduction of 55.8%, indicating improved resilience against cyber threats. Operational 
efficiency also improved significantly, with mean time to detect decreasing from 48.2 seconds to 27.6 seconds and 
mean time to respond decreasing from 95.4 seconds to 52.1 seconds. Statistical analysis confirmed that these 
differences were highly significant, with p-values below 0.001 across all major indicators, and effect size analysis 
revealed moderate to large impacts, including a Cohen’s d of 1.21 for incident reduction. Regression analysis 
further demonstrated that Zero Trust implementation explained approximately 64% of the variance in incident 
frequency, confirming its strong predictive influence on security outcomes. Sub-group analysis indicated that 
privileged accounts and external access points experienced the most significant improvements, with unauthorized 
access attempts reduced by 66.1% and 57.2%, respectively. Systems with higher transaction volumes also showed 
greater enhancements in detection and response efficiency. Overall, the results provided strong empirical evidence 
that Zero Trust Architecture significantly improves network security performance in stock exchange 
environments by enhancing authentication accuracy, reducing incident frequency, and increasing operational 
responsiveness. 
 
Keywords 
Zero Trust, Network Security, Stock Exchange, Access Control, Incident Reduction. 
 
 

[1]. Assistant Manager, Systems & IT, Chittagong Stock Exchange Ltd, Bangladesh. 
Email: binayan.dey@gmail.com;   

[1].   
 
 

Volume: 1; Issue: 1 
Pages: 2528– 2569 

Published: 29 April 2025 

https://doi.org/10.63125/dcvska73
mailto:binayan.dey@gmail.com
https://global.asrcconference.com/index.php/asrc


ASRC Procedia: Global Perspectives in Science and Scholarship, April 2025, 2528– 2569 
 

2529 
 

INTRODUCTION 
Network security represents a foundational domain within information systems, defined as the 
collection of policies, technologies, and controls designed to protect the integrity, confidentiality, and 
availability of data transmitted across digital infrastructures (Prasad & Rohokale, 2020). Traditional 
network security frameworks have historically relied on perimeter-based models, where trusted 
internal networks are protected from external threats through firewalls, intrusion detection systems, 
and virtual private networks. However, the rapid expansion of distributed computing environments, 
cloud infrastructures, and remote access systems has significantly eroded the effectiveness of such 
models. Zero Trust Architecture (ZTA) emerges within this evolving context as a paradigm shift, 
redefining security from a boundary-based to an identity-centric model (Rani et al., 2022). According 
to the National Institute of Standards and Technology, zero trust is an evolving cybersecurity 
framework that assumes no implicit trust for any entity, regardless of its location within or outside the 
network .  

Figure 1: Zero Trust Network Security Framework 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This definition underscores a fundamental transformation in how trust is conceptualized in network 
environments, emphasizing continuous verification rather than static authentication. At its core, ZTA 
is grounded in the principle of “never trust, always verify,” which requires strict identity validation, 
device authentication, and contextual authorization for every access request (Gebremichael et al., 2020). 
This model incorporates multiple layers of security controls, including micro-segmentation, least 
privilege access, and continuous monitoring, to ensure that access decisions are dynamically evaluated. 
The architecture prioritizes resource protection rather than network segmentation, thereby addressing 
vulnerabilities associated with lateral movement within compromised systems. As digital ecosystems 
become increasingly complex, characterized by interconnected devices, cloud services, and Internet of 
Things (IoT) infrastructures, the relevance of ZTA continues to expand (Babiceanu & Seker, 2019). 
Contemporary studies have highlighted that traditional perimeter-based security approaches fail to 
adequately address modern cyber threats due to their reliance on implicit trust assumptions and static 
defense mechanisms. The theoretical foundations of ZTA are closely linked to advancements in identity 
and access management, behavioral analytics, and real-time risk assessment frameworks. Researchers 
have explored the integration of machine learning algorithms to enhance adaptive trust evaluation, 
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enabling systems to respond dynamically to evolving threat landscapes. In addition, encryption 
technologies and automated security orchestration have been identified as critical enablers of ZTA 
implementation. These developments reflect a broader shift toward data-centric security models, 
where access controls are applied directly to resources rather than network zones (Schmitt, 2023). As 
such, ZTA provides a comprehensive framework for addressing the limitations of conventional 
security architectures while aligning with the demands of modern digital infrastructures. 
The global financial system relies heavily on secure and resilient digital infrastructures, with stock 
exchanges representing critical components of national and international economies. These platforms 
facilitate high-frequency trading, real-time data processing, and cross-border financial transactions, 
making them prime targets for sophisticated cyber threats (Möller, 2023b). The increasing digitization 
of financial markets has amplified the complexity of network security challenges, necessitating 
advanced security frameworks capable of protecting sensitive financial data and ensuring operational 
continuity. Cyberattacks on stock exchange systems can result in significant financial losses, market 
disruptions, and erosion of investor confidence, thereby highlighting the critical importance of robust 
cybersecurity measures. Stock exchanges operate within highly interconnected environments, 
integrating multiple stakeholders, including brokers, financial institutions, regulatory bodies, and 
technology providers (Turk et al., 2022). This interconnectedness increases the attack surface, exposing 
vulnerabilities that can be exploited by malicious actors. Traditional security approaches, which rely 
on perimeter defenses, are insufficient in addressing the dynamic nature of modern cyber threats. As a 
result, there is a growing emphasis on adopting advanced security architectures that provide 
continuous monitoring, adaptive access control, and real-time threat detection. Zero Trust Architecture 
has gained prominence in this context due to its ability to enforce strict access controls and minimize 
the risk of unauthorized access (Li & Liu, 2021). International regulatory frameworks and cybersecurity 
standards have increasingly recognized the importance of implementing advanced security measures 
in financial systems. Organizations across the globe are investing in ZTA as part of their broader 
cybersecurity strategies, driven by the need to comply with regulatory requirements and protect critical 
infrastructure. The adoption of ZTA in financial institutions has been associated with improved 
security posture, reduced incident rates, and enhanced resilience against cyber threats. Empirical 
studies have demonstrated that ZTA implementation can significantly reduce the likelihood of data 
breaches and unauthorized access, particularly in environments characterized by high transaction 
volumes and complex network architectures (Tariq et al., 2023). The global significance of cybersecurity 
in stock exchange systems extends beyond individual organizations, impacting the stability of financial 
markets and the broader economy. As cyber threats continue to evolve in sophistication and scale, there 
is an increasing need for research that evaluates the effectiveness of advanced security architectures in 
real-world financial environments. This study contributes to this body of knowledge by examining the 
impact of ZTA on stock exchange network security, focusing on quantitative measures of access control 
and incident reduction. 
The evolution of network security architectures reflects the changing nature of digital environments 
and the increasing sophistication of cyber threats. Early security models were based on the assumption 
that networks could be protected through clearly defined boundaries, with internal systems considered 
trustworthy and external entities treated as potential threats (Möller, 2023a). This approach, often 
referred to as the “castle-and-moat” model, relied heavily on firewalls and intrusion detection systems 
to prevent unauthorized access. While effective in relatively static network environments, this model 
has become increasingly inadequate in the face of modern technological advancements. The 
proliferation of cloud computing, mobile devices, and remote work environments has fundamentally 
altered the structure of organizational networks, rendering traditional perimeter-based security models 
obsolete. Modern networks are characterized by dynamic, distributed architectures that extend beyond 
organizational boundaries, making it difficult to establish clear distinctions between trusted and 
untrusted entities (Kaur et al., 2021). As a result, the concept of implicit trust, which underpins 
traditional security models, has become a significant vulnerability. Cyber attackers can exploit this 
vulnerability by gaining access to internal networks and moving laterally to compromise critical 
systems. Zero Trust Architecture addresses these challenges by eliminating the concept of implicit trust 
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and implementing a security model based on continuous verification and contextual access control. 
This approach ensures that every access request is evaluated based on multiple factors, including user 
identity, device compliance, and behavioral patterns. The transition from perimeter-based security to 
ZTA represents a fundamental shift in how organizations approach cybersecurity, emphasizing 
proactive threat detection and adaptive response mechanisms (Kure et al., 2022). Studies have shown 
that ZTA provides a more effective defense against advanced persistent threats, insider attacks, and 
other sophisticated cyber threats by limiting the scope of access and reducing the potential impact of 
security breaches.  
 

Figure 2: Zero Trust Cybersecurity Architecture Model 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The adoption of ZTA has been facilitated by advancements in technology, including cloud computing, 
artificial intelligence, and data analytics. These technologies enable organizations to implement 
dynamic security controls and monitor network activity in real time, enhancing their ability to detect 
and respond to threats (Rawal et al., 2023). The evolution of network security architectures highlights 
the need for continuous innovation in cybersecurity practices, as organizations seek to protect their 
digital assets in an increasingly complex and interconnected environment. 
Zero Trust Architecture is built upon a set of core principles that define its approach to network 
security. These principles include continuous verification, least privilege access, micro-segmentation, 
and comprehensive monitoring. Continuous verification ensures that every access request is 
authenticated and authorized based on real-time contextual information, rather than relying on static 
credentials. This approach reduces the risk of unauthorized access and enhances the overall security 
posture of the network (Daraghmeh & Brown, 2021). Least privilege access restricts users and devices 
to the minimum level of access required to perform their functions, thereby minimizing the potential 
impact of security breaches. Micro-segmentation is another critical component of ZTA, involving the 
division of networks into smaller, isolated segments to prevent lateral movement within the system. 
This approach enhances security by limiting the spread of threats and enabling more granular control 
over network traffic. Comprehensive monitoring involves the continuous analysis of network activity 
to detect anomalies and identify potential security threats. These principles are supported by a range 
of technologies, including identity and access management systems, encryption protocols, and security 
automation tools (Demertzi et al., 2023). The implementation of ZTA requires a holistic approach that 
integrates multiple security technologies and processes. Organizations must adopt a layered security 
strategy that combines authentication, authorization, and monitoring mechanisms to ensure 
comprehensive protection. The effectiveness of ZTA depends on its ability to adapt to changing threat 
landscapes and evolving network environments. Research has shown that the integration of advanced 
technologies, such as machine learning and artificial intelligence, can enhance the capabilities of ZTA 
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by enabling more accurate threat detection and adaptive response mechanisms. The application of ZTA 
in complex environments, such as financial systems, requires careful planning and implementation. 
Organizations must consider factors such as network architecture, regulatory requirements, and 
operational constraints when designing and deploying ZTA solutions (Demertzi et al., 2023). The 
successful implementation of ZTA can significantly improve network security by reducing 
vulnerabilities and enhancing the ability to detect and respond to cyber threats. This study examines 
the impact of ZTA on stock exchange network security, focusing on its effectiveness in improving 
access control and reducing security incidents. 
Access control is a central component of Zero Trust Architecture, playing a critical role in ensuring that 
only authorized users and devices can access network resources. Traditional access control mechanisms 
rely on static credentials and predefined roles, which can be easily compromised by attackers. In 
contrast, ZTA employs dynamic access control mechanisms that evaluate access requests based on real-
time contextual information, including user identity, device status, location, and behavioral patterns 
(Rahman et al., 2023). This approach enhances security by ensuring that access decisions are 
continuously updated based on changing conditions. The implementation of dynamic access control 
mechanisms requires the integration of advanced technologies, such as identity and access 
management systems, multi-factor authentication, and behavioral analytics. These technologies enable 
organizations to verify user identities and assess the risk associated with each access request. By 
incorporating contextual information into access control decisions, ZTA reduces the likelihood of 
unauthorized access and enhances the overall security posture of the network (Zandesh et al., 2019). 
Studies have demonstrated that dynamic access control mechanisms can significantly improve the 
effectiveness of security systems by reducing the risk of credential-based attacks and insider threats. In 
addition to enhancing security, dynamic access control mechanisms also improve operational efficiency 
by enabling more flexible and adaptive access policies. Organizations can implement policies that 
adjust access permissions based on real-time conditions, allowing users to access resources when 
needed while maintaining strict security controls. This approach is particularly relevant in complex 
environments, such as stock exchanges, where multiple stakeholders require access to sensitive data 
and systems. The effectiveness of access control mechanisms in ZTA depends on their ability to 
accurately assess risk and enforce appropriate security policies (Aslan et al., 2023). Organizations must 
continuously monitor and update their access control systems to ensure that they remain effective in 
the face of evolving threats. The integration of machine learning and artificial intelligence technologies 
can enhance the capabilities of access control systems by enabling more accurate risk assessment and 
adaptive policy enforcement. This study evaluates the impact of ZTA on access control in stock 
exchange networks, providing insights into its effectiveness in improving security and reducing 
incidents. 
Cybersecurity incidents, including data breaches, unauthorized access, and denial-of-service attacks, 
represent significant threats to modern digital infrastructures. The ability to detect, prevent, and 
mitigate these incidents is a critical aspect of network security. Zero Trust Architecture provides a 
comprehensive framework for reducing the frequency and impact of cybersecurity incidents by 
implementing strict access controls and continuous monitoring mechanisms. By eliminating implicit 
trust and enforcing dynamic access policies, ZTA reduces the likelihood of successful attacks and 
enhances the resilience of network systems (Lehto, 2022). The effectiveness of ZTA in incident reduction 
is supported by empirical studies that demonstrate its ability to prevent lateral movement within 
compromised networks. By segmenting networks and restricting access to specific resources, ZTA 
limits the potential impact of security breaches and prevents attackers from gaining access to critical 
systems. Continuous monitoring and real-time threat detection further enhance the ability of 
organizations to respond to security incidents, enabling them to identify and mitigate threats before 
they can cause significant damage. In addition to preventing external attacks, ZTA also addresses the 
risk of insider threats by enforcing strict access controls and monitoring user behavior. Insider threats, 
which can result from malicious intent or human error, represent a significant challenge for 
organizations (Galiveeti et al., 2021). ZTA mitigates this risk by ensuring that users only have access to 
the resources they need and by continuously monitoring their activities for signs of suspicious 
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behavior. This approach enhances the ability of organizations to detect and respond to insider threats, 
reducing the overall risk of security incidents. The application of ZTA in financial systems has been 
associated with significant reductions in cybersecurity incidents, highlighting its potential as an 
effective security framework (Mohammed & George, 2022). Organizations that have implemented ZTA 
have reported improved security outcomes, including reduced data breaches and enhanced threat 
detection capabilities. This study builds on this body of research by quantitatively evaluating the 
impact of ZTA on incident reduction in stock exchange networks. 
The quantitative evaluation of cybersecurity frameworks is essential for understanding their 
effectiveness and identifying areas for improvement. In the context of Zero Trust Architecture, 
quantitative analysis involves measuring key performance indicators, such as access control efficiency, 
incident reduction rates, and system resilience (Djenna et al., 2021). These metrics provide valuable 
insights into the impact of ZTA on network security and enable organizations to assess the effectiveness 
of their security strategies. Stock exchange networks represent an ideal context for quantitative 
evaluation due to their complexity and critical importance. These systems generate large volumes of 
data, providing a rich source of information for analyzing the effectiveness of security measures. By 
applying quantitative methods, researchers can identify patterns and trends in network activity, assess 
the impact of ZTA on security outcomes, and evaluate the effectiveness of different implementation 
strategies (Sicari et al., 2020). Empirical studies have employed various analytical techniques, including 
statistical modeling and data analytics, to evaluate the impact of ZTA on network security. The 
integration of quantitative methods into cybersecurity research reflects a broader trend toward data-
driven decision-making in information security. By leveraging data analytics and machine learning 
technologies, organizations can gain deeper insights into their security posture and identify 
opportunities for improvement (Omrany et al., 2023). This approach enables more effective allocation 
of resources and enhances the ability of organizations to respond to emerging threats. The evaluation 
of ZTA in stock exchange networks provides valuable insights into its effectiveness in improving access 
control and reducing security incidents. By focusing on quantitative measures, this study contributes 
to the growing body of research on ZTA and provides a foundation for future investigations into its 
application in critical infrastructure. 
The primary objective of this study is to quantitatively evaluate the impact of Zero Trust Architecture 
(ZTA) on enhancing network security within stock exchange environments, with a specific focus on 
access control efficiency and the reduction of cybersecurity incidents. This research aims to 
systematically measure how the implementation of ZTA principles—such as continuous 
authentication, least privilege access, and micro-segmentation—affects the overall security posture of 
highly sensitive financial infrastructures. A central objective is to assess whether ZTA significantly 
improves the precision and responsiveness of access control mechanisms when compared to traditional 
perimeter-based security models. This includes examining authentication success rates, unauthorized 
access attempts, and policy enforcement consistency across distributed network systems. Another key 
objective is to analyze the extent to which ZTA contributes to the reduction of cybersecurity incidents, 
including data breaches, insider threats, and lateral movement attacks, by using quantitative indicators 
such as incident frequency, detection time, and response effectiveness. In addition, the study seeks to 
evaluate the relationship between dynamic, context-aware access control policies and measurable 
improvements in system security performance within stock exchange networks. This involves 
identifying correlations between ZTA implementation levels and reductions in risk exposure, 
unauthorized access events, and system vulnerabilities. The research also aims to compare pre- and 
post-implementation security metrics to determine the statistical significance of observed 
improvements. Furthermore, the study intends to investigate how ZTA influences operational 
efficiency in security management, particularly in terms of automated threat detection, real-time 
monitoring, and adaptive policy enforcement. Another objective is to provide empirical evidence on 
the scalability and applicability of ZTA in complex, high-frequency trading environments where 
performance and security must coexist without compromise.  
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LITERATURE REVIEW 
The literature review section provides a structured and critical synthesis of existing scholarly work 
related to Zero Trust Architecture (ZTA), network security frameworks, and their application within 
high-value financial infrastructures such as stock exchange systems. In quantitative research, the 
literature review serves not only as a theoretical foundation but also as a basis for identifying 
measurable variables, operational definitions, and analytical frameworks that guide empirical 
investigation (Istiaq & Binte, 2023; Zhao et al., 2020). Within the domain of cybersecurity, the increasing 
shift from perimeter-based models to identity-centric frameworks has generated a substantial body of 
research examining the effectiveness of ZTA in mitigating risks, enhancing access control, and reducing 
the frequency and severity of cyber incidents. This section systematically examines these contributions, 
focusing on studies that employ quantitative methodologies, statistical modeling, and data-driven 
evaluation techniques to assess cybersecurity performance outcomes. The review begins by exploring 
foundational theories of network security and the limitations of traditional defense architectures, 
followed by an examination of the conceptual and technical underpinnings of Zero Trust principles. It 
then progresses to empirical studies that quantify the impact of ZTA on access control mechanisms, 
including authentication accuracy, privilege management efficiency, and policy enforcement reliability 
(Sengupta et al., 2020; Binte & Sazzadul, 2022). A significant portion of the literature also addresses 
incident reduction, with researchers utilizing metrics such as breach frequency, detection latency, and 
response time to evaluate the effectiveness of ZTA implementations. In the context of financial systems, 
particularly stock exchanges, the literature highlights the critical need for robust, scalable, and adaptive 
security frameworks capable of operating within high-frequency, data-intensive environments. This 
section further synthesizes cross-sectoral studies, drawing comparisons between ZTA applications in 
finance, healthcare, and cloud computing to identify transferable insights and methodological 
approaches. Quantitative techniques such as regression analysis, hypothesis testing, simulation 
modeling, and machine learning-based risk prediction are examined to understand how researchers 
measure cybersecurity performance (Islam & Aditya, 2023; Longueira-Romero et al., 2022). The 
literature also identifies gaps related to the lack of sector-specific empirical evidence, particularly in 
stock exchange networks, where security requirements are uniquely stringent. By integrating these 
perspectives, the literature review establishes a comprehensive framework for analyzing the 
measurable impact of Zero Trust Architecture on access control effectiveness and incident reduction, 
thereby supporting the objectives of this study. 
Network Security Evaluation Models 
The quantitative evaluation of network security has increasingly relied on the systematic measurement 
of key performance indicators (KPIs) that reflect the effectiveness, efficiency, and resilience of 
cybersecurity frameworks. These indicators typically include metrics such as incident detection rates, 
response time, false positive ratios, system uptime, and vulnerability exposure levels, all of which 
provide measurable insights into the operational performance of network defenses (Khaled, 2021; 
Sarker et al., 2020). Early studies on network security evaluation emphasized qualitative assessments; 
however, the growing complexity of cyber threats has necessitated a transition toward data-driven and 
statistically grounded methodologies. Researchers have demonstrated that KPI-based frameworks 
enable organizations to establish baseline security performance, monitor deviations, and implement 
continuous improvement strategies. The integration of real-time monitoring systems and security 
information and event management (SIEM) platforms has further enhanced the ability to collect, 
process, and analyze large volumes of security data, thereby supporting more accurate performance 
measurement (Dini et al., 2023; Nazmul & Begum, 2022). Empirical research has shown that 
organizations utilizing structured KPI frameworks experience improved incident detection capabilities 
and reduced response times, particularly in high-risk environments such as financial systems and 
critical infrastructure. In addition, statistical techniques such as descriptive analytics, variance analysis, 
and trend analysis have been widely applied to interpret KPI data and identify patterns in cyber threats. 
The application of these methods has enabled researchers to quantify the effectiveness of different 
security controls and compare performance across various network environments. As a result, KPI-
driven evaluation models have become a cornerstone of modern cybersecurity research, providing a 
robust foundation for assessing the impact of advanced security architectures such as Zero Trust. 
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Quantitative risk assessment models play a critical role in cybersecurity by enabling organizations to 
systematically evaluate the likelihood and impact of potential threats. These models provide a 
structured approach to risk analysis, allowing for the prioritization of security measures based on 
measurable risk levels (Sobb et al., 2020). One of the most widely used frameworks in this domain is 
the Common Vulnerability Scoring System (CVSS), which assigns numerical values to vulnerabilities 
based on factors such as exploitability, impact, and complexity. In addition to CVSS, probabilistic risk 
models have been extensively employed to estimate the likelihood of cyber incidents and assess the 
potential consequences of security breaches.  
 

Figure 3: Quantitative Network Security Evaluation Model 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
These models often incorporate historical data, threat intelligence, and system vulnerabilities to 
generate risk scores that guide decision-making processes. Research has demonstrated that quantitative 
risk assessment models enhance the accuracy and consistency of risk evaluations, enabling 
organizations to allocate resources more effectively and implement targeted security measures. 
Furthermore, advanced techniques such as Bayesian analysis and Monte Carlo simulations have been 
used to model uncertainty and variability in cyber risk scenarios, providing deeper insights into 
potential threat dynamics (Landoll, 2021; Zaheda, 2021). Studies have also highlighted the importance 
of integrating risk assessment models with real-time monitoring systems to ensure that risk evaluations 
remain relevant in rapidly changing environments. The application of these models in financial systems 
has been particularly significant, as they enable institutions to assess the potential impact of cyber 
threats on critical operations and market stability. Overall, quantitative risk assessment models provide 
a comprehensive framework for understanding and managing cybersecurity risks, supporting the 
development of more resilient network security strategies. The CIA triad—comprising confidentiality, 
integrity, and availability—serves as a fundamental framework for evaluating the effectiveness of 
network security systems (Buonanno et al., 2020; Manam & Ashfaq, 2022). Each component of the triad 
represents a critical dimension of information security, and quantitative metrics have been developed 
to assess performance in these areas. Confidentiality is typically measured through metrics such as 
unauthorized access attempts, data leakage incidents, and encryption effectiveness, which provide 
insights into the ability of a system to protect sensitive information. Integrity is evaluated באמצעות 
indicators such as data accuracy, error rates, and the frequency of unauthorized modifications, 
reflecting the system’s capacity to maintain the reliability and consistency of information. Availability, 
on the other hand, is assessed through metrics such as system uptime, downtime frequency, and 
recovery time, which indicate the system’s ability to provide continuous access to resources. Research 
has shown that the application of quantitative metrics to the CIA triad enables organizations to identify 
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weaknesses in their security systems and implement targeted improvements. In addition, the 
integration of automated monitoring tools and analytics platforms has enhanced the ability to measure 
these metrics in real time, providing more accurate and timely insights into system performance 
(Shahinur & Sultan, 2022; Thakkar & Lohiya, 2022). Empirical studies have demonstrated that 
organizations that systematically measure and monitor CIA metrics are better equipped to detect and 
respond to security incidents, thereby improving overall security outcomes. The use of standardized 
metrics also facilitates benchmarking and comparison across different systems and organizations, 
supporting the development of best practices in network security. As such, the CIA triad remains a 
central component of quantitative security evaluation, providing a comprehensive framework for 
assessing the effectiveness of cybersecurity measures. 
The application of regression and correlation models in cybersecurity research has enabled a more 
rigorous analysis of the relationships between security controls and performance outcomes. These 
statistical techniques are used to identify patterns, test hypotheses, and quantify the impact of various 
factors on network security effectiveness. Regression models, for example, allow researchers to 
examine how changes in security policies, technologies, or configurations influence key performance 
indicators such as incident rates and detection times (Aldawood & Skinner, 2019; Binte & Hasan Or, 
2022). Correlation analysis, on the other hand, is used to assess the strength and direction of 
relationships between variables, providing insights into potential causal linkages. Studies have 
demonstrated that these methods are particularly useful in evaluating the effectiveness of advanced 
security architectures, including Zero Trust, by enabling the comparison of pre- and post-
implementation performance metrics. In addition to statistical modeling, data-driven benchmarking 
has emerged as a critical approach for assessing the relative performance of different security 
frameworks (Istiaq, 2024; Zhang et al., 2019). This involves comparing the performance of traditional 
perimeter-based systems with modern architectures using standardized metrics and large-scale 
datasets. Research has shown that modern security architectures, particularly those based on Zero 
Trust principles, tend to outperform traditional models in terms of incident reduction, access control 
efficiency, and overall system resilience. The use of big data analytics and machine learning techniques 
has further enhanced the ability to conduct benchmarking studies, enabling the analysis of complex 
and high-dimensional datasets. These approaches have provided valuable insights into the strengths 
and limitations of different security models, supporting the development of more effective 
cybersecurity strategies (Jain et al., 2021). Overall, the integration of statistical modeling and data-
driven benchmarking has significantly advanced the field of cybersecurity evaluation, providing robust 
tools for assessing and improving network security performance. 
Perimeter-Based Security 
Perimeter-based security developed around the assumption that organizations could protect critical 
assets by hardening the boundary between trusted internal networks and untrusted external 
environments. In earlier enterprise settings, this model aligned with centralized infrastructures, 
predictable user locations, and relatively stable application boundaries (Ahmed, 2024; Yeoh et al., 2023). 
The literature shows, however, that the statistical performance of perimeter-centric defenses has 
weakened as organizations have adopted cloud platforms, mobile devices, third-party integrations, 
and remote access workflows. Empirical studies consistently indicate that once adversaries bypass the 
outer boundary through phishing, credential theft, misconfiguration, or compromised endpoints, 
internal trust assumptions often allow attacks to progress with limited resistance. This problem is 
particularly visible in breach analyses that document how attackers exploit authenticated access rather 
than relying solely on direct perimeter penetration (Begum & Kaniz, 2024; Kang et al., 2023). 
Quantitative reviews of incident datasets have shown that compromise frequently begins with valid 
credentials, exposed services, or user-level access that traditional perimeter controls were not designed 
to contain. The literature also notes that perimeter-heavy environments often produce a misleading 
sense of security because organizations may report strong firewall coverage while still experiencing 
substantial post-entry exploitation. In large enterprise and critical infrastructure studies, breach 
severity has been associated not only with the success of initial intrusion but also with insufficient 
internal segmentation, weak identity verification inside the network, and delayed recognition of 
abnormal east-west traffic. Comparative evidence further suggests that perimeter-oriented 
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organizations tend to underperform when measured against architectures that apply continuous 
authentication and resource-level verification (Ge & Zhu, 2023; Hisham & Nahar, 2024).  
 

Figure 4: Zero Trust Continuous Verification Model 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
As a result, the literature frames perimeter-based security as a model with declining explanatory and 
protective power in modern digital ecosystems, especially in highly connected and transaction-
sensitive environments where internal access pathways can be as consequential as external exposure. 
A major limitation identified in the literature is the vulnerability of perimeter-based systems to lateral 
movement after initial compromise. Quantitative cybersecurity studies repeatedly describe lateral 
movement as one of the clearest indicators of structural weakness in legacy security architectures 
because perimeter controls frequently focus on ingress filtering while granting broad trust to internal 
sessions, devices, and users (Fleming et al., 2021; Md, 2023). Once attackers obtain footholds through 
phishing, malware delivery, or stolen credentials, they can often enumerate systems, reuse privileges, 
and pivot across interconnected assets. Statistical analyses of enterprise attack paths have shown that 
the probability of escalation increases substantially in networks with flat segmentation, excessive 
privilege inheritance, and weak internal authentication checks. The literature also highlights that 
internal traffic is often inspected less rigorously than north-south traffic, which creates favorable 
conditions for stealthier persistence and privilege expansion. Studies of breach investigations and 
attack simulations indicate that organizations using legacy trust assumptions experience higher rates 
of credential reuse abuse, privilege escalation, and multi-host compromise (Adahman et al., 2022; 
Khaled & Hisham, 2022). This body of work connects lateral movement risk with measurable variables 
such as the number of reachable hosts from a compromised endpoint, administrative account 
concentration, authentication reuse across systems, and the time required to isolate malicious activity. 
Research on ransomware propagation and advanced persistent threat behavior further demonstrates 
that lateral movement is not a marginal event but a statistically recurrent stage in major incidents. In 
this literature, the problem is framed less as the failure of any single tool and more as the predictable 
result of architecture designs that prioritize perimeter defense without enforcing strong verification 
within the network core (Collier & Sarkis, 2021; Zakia & Khatun, 2024). Consequently, the evidence 
portrays lateral movement as a quantifiable and recurring weakness of perimeter-based infrastructures, 
reinforcing the argument that internal trust zones can become operational liabilities when attackers 
gain even limited initial access. 
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Another recurring theme in the literature concerns the comparatively slow detection and inefficient 
response patterns associated with perimeter-oriented security environments. Quantitative studies 
examining incident life cycles have found that organizations relying heavily on boundary defenses 
frequently identify threats after compromise has already progressed beyond initial access. This pattern 
emerges because traditional tools are often optimized to detect known signatures, anomalous edge 
traffic, or explicit rule violations rather than subtle post-compromise behavior distributed across 
endpoints, identities, and applications (Begum & Kaniz, 2023; Ge et al., 2023). As a result, detection 
delay becomes a measurable symptom of architectural misalignment rather than a purely operational 
shortcoming. Comparative research has shown that longer dwell times are often associated with 
fragmented monitoring systems, incomplete log correlation, and insufficient visibility into 
authenticated internal sessions. The literature also reports that response inefficiency increases when 
security teams must manually reconstruct attack paths across loosely integrated tools such as firewalls, 
standalone intrusion systems, endpoint logs, and access management platforms. In these 
environments, response efforts may be slowed by alert overload, false positives, inconsistent 
prioritization, and incomplete context about user behavior and system dependencies. Studies of 
security operations centers have further shown that legacy infrastructures can generate substantial 
monitoring noise while still missing high-impact internal compromise events (Mohamed et al., 2023). 
This gap between alert volume and actionable detection contributes to slower containment and greater 
operational disruption. In high-value sectors, including finance and critical infrastructure, the literature 
emphasizes that delayed detection carries amplified consequences because attackers can affect 
transaction systems, data integrity, and service continuity within short time frames. Overall, the 
evidence indicates that perimeter-based security is frequently associated with weaker performance on 
measurable response indicators, including time to detect, time to triage, time to contain, and scope of 
damage before remediation, thereby revealing important quantitative limitations in traditional 
network defense strategies (Alalmaie et al., 2023). 
Zero Trust Architecture 
The literature on Zero Trust Architecture increasingly treats the principle of “never trust, always 
verify” as an operational model that can be translated into measurable security conditions rather than 
as a purely conceptual slogan. In this body of work, trust is not regarded as a fixed property attached 
to a user, device, or network location. Instead, trust is evaluated repeatedly through observable 
attributes such as device posture, credential status, behavioral consistency, session context, and 
resource sensitivity (Ashfaq & Manam, 2023; Syed et al., 2022). This shift has encouraged researchers 
to frame Zero Trust as a measurable decision environment in which access outcomes are linked to 
multiple dynamic signals. Studies in this area commonly describe policy engines, policy administrators, 
and contextual decision points as the core mechanisms through which verification is operationalized. 
The literature shows that the quantitative contribution of Zero Trust lies in its move away from binary 
internal-versus-external classifications and toward conditional evaluation based on current evidence 
(Yeoh et al., 2023). As a result, researchers have used structured decision models to compare static rule 
enforcement with adaptive authorization logic that changes according to risk conditions. A major 
theme across these studies is that Zero Trust measurement models seek to reduce the gap between 
identity validation and actual runtime behavior. Instead of assuming that successful login events are 
sufficient proof of legitimacy, the architecture treats every transaction as a new security event that may 
require renewed scrutiny (Chen et al., 2020; Towhidul & Uddin, 2024). This perspective has supported 
the development of more granular evaluation frameworks in which security performance is judged by 
how consistently a system can verify identity, limit overprivileged access, and prevent trust inheritance 
across sessions. The literature therefore presents Zero Trust quantitative modeling as a security 
paradigm grounded in repeated validation, contextual evidence, and measurable control logic rather 
than in broad assumptions of network membership. 
 
 



ASRC Procedia: Global Perspectives in Science and Scholarship, April 2025, 2528– 2569 
 

2539 
 

Figure 5: Zero Trust Access Control Framework Model 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A central line of literature on Zero Trust measurement models focuses on continuous authentication 
and the accuracy of identity verification over time. In contrast to traditional one-time authentication, 
continuous authentication is evaluated as an ongoing process in which the legitimacy of a user or device 
is reassessed throughout a session using behavioral, contextual, and technical indicators (Dhar & Bose, 
2021). Researchers have treated this shift as essential for environments where identities may be 
compromised after login, permissions may be abused during active sessions, or device conditions may 
change in ways that increase risk. The literature commonly measures performance in terms of 
authentication reliability, false acceptance reduction, false rejection control, reauthentication 
responsiveness, and detection of anomalous session behavior. In many studies, identity assurance is 
not limited to passwords or multifactor checks alone but is broadened to include endpoint compliance, 
access history, environmental context, and usage consistency. This has produced a more layered 
understanding of identity verification accuracy, where successful access decisions depend not only on 
who the user claims to be but also on whether ongoing evidence remains compatible with that claim 
(Mehraj & Banday, 2020; Rajib, 2024). Comparative reviews of continuous authentication methods have 
shown that biometric, behavioral, and context-aware approaches are increasingly evaluated for their 
ability to strengthen Zero Trust decision quality without imposing unsustainable usability costs. The 
literature further indicates that continuous verification becomes more valuable in distributed 
environments where remote access, cloud workloads, and mobile endpoints complicate traditional 
identity boundaries (Sultana et al., 2020). Across these studies, the major quantitative insight is that 
identity verification accuracy is better understood as a sustained performance condition than as a single 
checkpoint. Accordingly, the literature presents continuous authentication as one of the main 
measurable foundations through which Zero Trust attempts to improve precision in access decisions 
and reduce the security weaknesses created by static login models. 
Another important strand of the literature examines how Zero Trust systems quantify trust through 
score-based and risk-adaptive decision mechanisms. In these studies, trust is operationalized through 
measurable indicators that may include user behavior, device health, network environment, historical 
activity, threat exposure, and policy sensitivity (Ali et al., 2023; Khatun & Zakia, 2023). The purpose of 
these trust-oriented models is to support access decisions that are neither permanently permissive nor 
permanently restrictive, but instead responsive to changing conditions. The literature shows that trust 
scoring has become especially important in Zero Trust because it allows organizations to move beyond 
simple role-based or location-based controls and toward more fine-grained authorization logic. Rather 
than granting access solely on the basis of identity membership, these models evaluate whether the 
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current request reflects a tolerable level of risk under present conditions. Studies in this domain 
frequently emphasize dynamic thresholds, context-aware scoring, and the continuous recalibration of 
risk signals as mechanisms for improving decision accuracy (Mylrea & Robinson, 2023). This literature 
also highlights a recurring effort to balance security sensitivity with operational practicality, since trust 
scores that are too rigid may interrupt legitimate work while overly permissive thresholds can weaken 
the architecture’s protective value. Several recent studies have refined this discussion by identifying 
measurable trust attributes and testing whether different weighting strategies improve decision 
consistency and responsiveness. Others have explored how trust quantification can support more 
adaptive forms of access revocation, temporary restriction, or step-up verification when anomalous 
conditions emerge (Gupta et al., 2023). Across this body of work, trust scoring is treated not as an 
abstract security metaphor but as a measurable governance device that links contextual evidence to 
authorization outcomes. The literature therefore positions dynamic risk-based decision making as one 
of the most distinctive quantitative dimensions of Zero Trust implementation and evaluation. 
The literature also demonstrates that simulation and experimental validation have become important 
methods for assessing the performance of Zero Trust architectures under realistic attack conditions. 
Because Zero Trust is designed to operate in dynamic environments with multiple interacting variables, 
researchers have increasingly used simulated cyberattack scenarios, testbeds, controlled deployments, 
and experimental datasets to examine how well Zero Trust policies perform when systems are stressed 
by adversarial behavior. This work is significant because it moves the field from conceptual advocacy 
toward observable evidence about containment, detection, access precision, and policy responsiveness 
(Cui et al., 2019). Simulation-based studies commonly evaluate how Zero Trust performs when faced 
with credential compromise, lateral movement attempts, abnormal device behavior, and context-
switching access requests. In these settings, the architecture is assessed not only by whether it blocks 
malicious activity, but also by whether it preserves legitimate service continuity and maintains 
manageable decision latency. The literature on experimental validation further shows that Zero Trust 
research is increasingly concerned with testable outcomes, including policy consistency, attack surface 
reduction, verification fidelity, and resilience under distributed operational stress (Tissir et al., 2021). 
NIST implementation efforts have also helped formalize this trend by providing example architectures 
and practice guides that allow researchers and practitioners to study Zero Trust behavior across 
different use cases. Broader cybersecurity simulation research reinforces the value of this approach by 
showing that modeled environments are useful for comparing security strategies when full-scale real-
world experimentation is difficult (Markus et al., 2021). In synthesis, the literature presents simulation 
and experimental validation as essential to the quantitative maturation of Zero Trust research because 
these methods provide structured evidence on whether adaptive verification and dynamic 
authorization perform effectively in practice rather than merely in theory. 
Access Control Efficiency in ZTA 
The literature on access control efficiency consistently emphasizes the importance of measuring 
authentication success and failure rates as fundamental indicators of system reliability and security 
effectiveness. Authentication success rates reflect the system’s ability to correctly validate legitimate 
users, while failure rates provide insight into the system’s capacity to detect and block unauthorized 
access attempts (Syed et al., 2022). Studies in cybersecurity evaluation have shown that these metrics 
are critical for identifying vulnerabilities in authentication mechanisms, particularly in environments 
with high user interaction such as financial systems and enterprise networks. High authentication 
success rates combined with low false acceptance rates are generally associated with robust identity 
verification systems, whereas elevated failure rates may indicate issues related to usability, credential 
management, or system misconfiguration. Researchers have also highlighted the significance of 
distinguishing between different types of failures, including user errors, credential compromise 
attempts, and system-level authentication breakdowns, as each category provides unique insights into 
security performance.  
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Figure 6: Data Security Threat Classification Model 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Empirical analyses have demonstrated that continuous monitoring of authentication metrics enables 
organizations to detect abnormal access patterns, such as repeated login attempts or unusual access 
times, which may signal potential security threats (Adahman et al., 2022). In addition, the integration 
of advanced analytics and real-time monitoring tools has improved the accuracy and responsiveness 
of authentication systems, allowing for more precise measurement of performance indicators. 
Comparative studies further reveal that organizations implementing adaptive authentication 
mechanisms tend to achieve better outcomes in terms of both security and usability, as these systems 
can dynamically adjust authentication requirements based on contextual risk factors (Phiayura & 
Teerakanok, 2023). Overall, the measurement of authentication success and failure rates provides a 
quantitative foundation for evaluating access control systems and supports the development of more 
effective and resilient cybersecurity strategies. 
Multi-factor authentication (MFA) has emerged as a critical component of modern access control 
systems, and its effectiveness is widely evaluated through a range of quantitative metrics that assess 
both security enhancement and user experience. The literature indicates that MFA significantly reduces 
the risk of unauthorized access by requiring users to provide multiple forms of verification, such as 
passwords, biometric data, or one-time codes (Feng & Hu, 2023). Effectiveness metrics commonly 
include reduction in credential-based attacks, authentication accuracy, user compliance rates, and the 
frequency of successful intrusion attempts. Studies have shown that MFA implementation leads to a 
substantial decrease in phishing-related breaches and credential stuffing attacks, as attackers are less 
likely to possess all required authentication factors. At the same time, researchers have examined the 
trade-offs associated with MFA, particularly in terms of user convenience and system latency, as overly 
complex authentication processes may lead to decreased user compliance or increased operational 
delays (Feng et al., 2022). Quantitative analyses have also explored the effectiveness of different MFA 
methods, comparing biometric authentication, hardware tokens, and software-based verification 
systems in terms of accuracy, reliability, and resistance to attacks. The literature further highlights the 
importance of context-aware MFA, where authentication requirements are adjusted based on factors 
such as user behavior, device characteristics, and access location. This adaptive approach has been 
shown to improve both security and usability by minimizing unnecessary authentication steps while 
maintaining strong protection against threats (Sasada et al., 2023). Overall, MFA effectiveness metrics 
provide valuable insights into the performance of multi-layered authentication systems and support 
the optimization of access control strategies in complex network environments. 
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The comparison between role-based access control (RBAC) and attribute-based access control (ABAC) 
has been a central topic in the literature on access control systems, with numerous studies evaluating 
their relative performance using quantitative metrics (Gupta et al., 2023). RBAC, which assigns 
permissions based on predefined roles within an organization, is widely recognized for its simplicity 
and ease of implementation. However, its static nature can limit flexibility and lead to issues such as 
role explosion and excessive privilege allocation. In contrast, ABAC provides a more dynamic and fine-
grained approach by granting access based on a combination of attributes, including user 
characteristics, resource properties, and environmental conditions. Quantitative evaluations have 
shown that ABAC systems generally outperform RBAC in terms of access precision, policy flexibility, 
and adaptability to complex environments (Kang et al., 2023). Studies have measured performance 
indicators such as authorization accuracy, policy enforcement efficiency, and the rate of unauthorized 
access incidents, demonstrating that ABAC systems are better suited for environments requiring 
dynamic access decisions. At the same time, the literature acknowledges that ABAC systems may 
introduce additional computational complexity and require more sophisticated policy management 
frameworks. Comparative analyses have also examined the scalability of both models, with findings 
suggesting that ABAC is more effective in large-scale and heterogeneous environments where access 
requirements frequently change. Hybrid models that combine elements of RBAC and ABAC have also 
been explored, offering a balance between simplicity and flexibility (Joumaa et al., 2023). Overall, the 
literature provides strong evidence that attribute-based models offer superior performance in terms of 
security and adaptability, while role-based models remain relevant for simpler and more structured 
environments. 
The principle of least privilege is a cornerstone of modern access control systems, and its effectiveness 
has been extensively evaluated using quantitative methods. Least privilege enforcement involves 
restricting users and devices to the minimum level of access required to perform their tasks, thereby 
reducing the potential impact of security breaches (Cha et al., 2022). The literature highlights several 
metrics used to assess the efficiency of least privilege implementation, including the reduction in 
privilege misuse incidents, the frequency of unauthorized access attempts, and the overall exposure of 
critical resources. Statistical models have been employed to analyze the relationship between privilege 
levels and security outcomes, demonstrating that stricter privilege controls are associated with lower 
rates of successful attacks. In addition to security benefits, researchers have also examined the 
performance implications of dynamic access control policies, which adjust permissions in real time 
based on contextual factors (Sun et al., 2019). These policies are particularly relevant in Zero Trust 
environments, where access decisions are continuously evaluated. Quantitative studies have shown 
that while dynamic policies enhance security by providing more precise control over access, they may 
also introduce latency and increase system complexity. Metrics such as response time, system 
throughput, and computational overhead are commonly used to evaluate the impact of these policies 
on system performance. The literature suggests that the integration of advanced technologies, such as 
machine learning and automated policy management, can mitigate these challenges by optimizing 
decision-making processes and reducing processing delays (Saini et al., 2019). Overall, the combination 
of least privilege enforcement and dynamic access control policies represents a powerful approach to 
enhancing network security, with measurable improvements in both security outcomes and 
operational efficiency. 
Incident Reduction Metrics in Zero Trust Environments 
The literature on Zero Trust Architecture consistently frames breach frequency as one of the most 
important measurable outcomes for evaluating whether the model produces a substantive security 
improvement over perimeter-centered approaches. In this body of research, breach frequency is 
generally examined through comparative analysis of incident counts, compromise recurrence, 
unauthorized access events, and successful post-compromise propagation before and after the 
implementation of Zero Trust controls (Yeoh et al., 2023).  
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Figure 7: Key components of zero trust framework 

 

 
 
A recurring pattern across the literature is that Zero Trust does not merely aim to stop every initial 
intrusion attempt; rather, it seeks to reduce the number of incidents that mature into reportable 
breaches by constraining trust inheritance, tightening identity verification, limiting lateral access, and 
continuously reevaluating session legitimacy. This distinction is important because many studies note 
that modern organizations face constant attack attempts regardless of architectural choice, yet the 
relevant question is whether those attempts succeed in reaching sensitive resources, persisting across 
systems, or generating material impact (Sarkar et al., 2022). Comparative evaluations often show that 
environments adopting identity-centric access control, stronger device validation, network 
segmentation, and policy-based authorization report more favorable breach outcomes than 
environments that rely primarily on boundary filtering. The literature also connects lower breach 
frequency with the architectural discipline created by Zero Trust programs, especially in the areas of 
least privilege access, credential exposure reduction, and internal segmentation (Syed et al., 2022). In 
sector-oriented discussions, financial and enterprise environments are often used as examples because 
they generate dense audit trails and measurable security events, allowing researchers to compare 
incident volumes over time. As a result, breach frequency becomes a practical indicator of whether 
Zero Trust improves resilience at the operational level, not only in theory but also in measurable 
incident outcomes. 
A second major theme in the literature concerns the use of mean time to detect and mean time to 
respond as core metrics for evaluating incident reduction in Zero Trust environments. Researchers 
frequently treat these measures as indicators of operational security maturity because they capture how 
quickly an organization can recognize malicious activity and how effectively it can contain or remediate 
that activity once identified (Mehraj & Banday, 2020). Within Zero Trust literature, shorter detection 
and response windows are typically associated with improved visibility across identities, devices, 
applications, and workloads, as well as with tighter integration among telemetry, policy engines, and 
access control systems. The studies in this area suggest that Zero Trust can improve both metrics by 
reducing blind spots that are common in legacy architectures, especially those that overemphasize 
perimeter inspection while under-observing authenticated internal activity. This is particularly 
relevant in credential misuse, privilege escalation, and lateral movement scenarios, where delayed 
recognition often determines whether an intrusion remains local or develops into a broader breach. The 
literature also highlights that faster detection alone is insufficient unless paired with policy-driven 
containment and response capabilities (Kang et al., 2023). Accordingly, Zero Trust is often discussed 
alongside automated revocation, adaptive reauthentication, device isolation, and context-sensitive 
access restriction. Empirical and implementation-focused studies repeatedly note that these 
mechanisms support more efficient incident handling because they reduce the manual burden required 
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to reconstruct attack paths and apply mitigation decisions. Broader breach-cost research reinforces the 
importance of rapid identification and containment by showing that long incident life cycles are 
associated with greater business disruption and higher breach costs (Phiayura & Teerakanok, 2023). In 
synthesis, the literature presents mean time to detect and mean time to respond as indispensable 
measures for judging whether Zero Trust meaningfully improves the operational tempo of cyber 
defense. 
The literature also gives sustained attention to insider threat reduction, especially because Zero Trust 
directly challenges the older assumption that internal users, internal devices, and internal traffic are 
inherently trustworthy. In quantitative discussions, insider threat incidents are evaluated through such 
measures as unauthorized data access, privilege misuse, anomalous behavioral patterns, policy 
violations, abnormal session activity, and access attempts inconsistent with job roles or device posture 
(Ramezanpour & Jagannath, 2022). A major contribution of Zero Trust research is the argument that 
insider risk can be reduced when access decisions are continuously revalidated instead of being granted 
broadly after initial authentication. This position is strongly supported by studies showing that insider 
threats are often difficult to detect precisely because they may involve valid credentials and legitimate-
looking actions. The literature therefore treats Zero Trust as especially relevant to insider mitigation 
because it places behavioral inconsistency, contextual deviation, and privilege minimization at the 
center of access governance (Dhar & Bose, 2021). Survey-based and technical studies alike indicate that 
organizations struggle to detect insider incidents effectively and that identity misuse remains a major 
challenge in enterprise defense. Within this context, Zero Trust approaches are associated with 
improvements in session scrutiny, privilege restriction, and micro-segmentation, all of which reduce 
the blast radius of malicious or negligent insider behavior. Experimental work on insider threat 
detection further supports the broader literature by demonstrating that more refined monitoring and 
classification approaches can improve identification accuracy when behavior is assessed continuously 
rather than through static thresholding alone (Yan & Wang, 2020). Consequently, the literature 
synthesizes insider threat reduction as one of the strongest measurable rationales for Zero Trust 
adoption, particularly in environments where trusted-user assumptions create persistent exposure. 
Cybersecurity Models in Financial  
The literature on quantitative cybersecurity in financial systems identifies high-frequency trading 
platforms as one of the most security-sensitive digital environments because they combine extremely 
low-latency execution, dense data flows, automated order generation, and continuous interaction with 
market infrastructures (Alegria et al., 2022). Within this context, risk modeling is treated as a core 
analytical tool for understanding how technical vulnerabilities, abnormal order behavior, unauthorized 
access, and market manipulation attempts can disrupt trading processes. Scholars commonly explain 
that cybersecurity risk in high-frequency trading cannot be reduced to conventional IT loss estimation 
alone, because the consequences extend to execution quality, order book distortion, liquidity 
conditions, and confidence in market fairness. As a result, quantitative studies have linked cyber risk 
modeling with operational risk analysis, market microstructure evaluation, and transaction-level 
behavioral monitoring (Algarni et al., 2021). A significant part of the literature focuses on the use of 
order book data, trade sequencing, volatility conditions, and behavioral irregularities to identify 
suspicious patterns that may reflect cyber-enabled manipulation or system misuse. Researchers also 
emphasize that the speed of high-frequency environments magnifies the security implications of small 
disruptions, since attacks or anomalies can propagate through automated processes before human 
intervention is possible. This has encouraged the development of more granular models that assess risk 
at the level of trading behavior, platform activity, and system interaction rather than at the level of 
institutional exposure alone. In synthesizing this literature, a consistent theme emerges: cybersecurity 
in high-frequency trading is evaluated not simply by whether systems remain online, but by whether 
they preserve reliable execution, resist malicious interference, and maintain trustworthy transactional 
conditions under heavy computational pressure (Pollmeier et al., 2023). 
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Figure 8: Network architecture diagram: control and data planes 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The literature further shows that stock exchange networks are increasingly studied through statistical 
approaches that treat cyber incidents as measurable operational and market events rather than isolated 
technical failures. Researchers examine breach occurrence, unauthorized access episodes, service 
disruptions, and infrastructure compromise using incident datasets, event-based records, and sector-
wide reporting systems to assess how often attacks occur and how severely they affect financial 
operations (Shulha et al., 2022). This quantitative orientation is particularly important in stock exchange 
settings because the significance of a cyber incident depends not only on direct technical damage but 
also on timing, transaction interruption, information asymmetry, and the reputational consequences of 
compromised trading environments. Many studies therefore evaluate incidents through comparative 
trends, event-study methods, and cross-sectional statistical analysis to determine whether cyber events 
influence stock prices, firm volatility, operational resilience, or broader market reactions. A recurring 
observation in the literature is that financial-sector cyber events often generate effects that extend 
beyond the directly attacked institution, especially when confidence, liquidity, or transaction integrity 
are placed in doubt (Malik & Tosh, 2020). Broader financial stability studies strengthen this argument 
by showing that cyber incidents in the financial sector have increased in strategic importance, with 
attacks now understood as potential sources of systemic concern rather than only firm-level loss. In the 
stock exchange context, this has encouraged a more quantitative treatment of cybersecurity, where 
incident frequency, severity, timing, recovery, and spillover effects are modeled as analyzable 
variables. The literature therefore positions statistical incident evaluation as essential for understanding 
how cyber risk translates into measurable instability within exchange-linked financial systems (Ksibi 
et al., 2023). 
A substantial body of literature examines how data analytics supports anomaly detection in financial 
systems, particularly where conventional rule-based monitoring struggles to identify subtle, high-
speed, and context-dependent irregularities. In these studies, anomaly detection is usually framed as a 
quantitative process of distinguishing unusual transactions, abnormal order sequences, suspicious flow 
structures, or atypical network behavior from legitimate financial activity (Mishra, 2023). Researchers 
working with financial data emphasize that anomalies in trading and transaction systems are not 
always obvious fraud signals; they may instead appear as small deviations in timing, sequencing, 
behavioral clusters, or multivariate patterns that only become visible through large-scale analytics. This 
challenge has led to the use of deep learning, autoencoders, time-series methods, graph analysis, and 
network-based transaction modeling to identify patterns linked to manipulation, misuse, or 
infrastructure compromise (Uddin et al., 2020). Studies on order book anomalies and transaction-flow 
irregularities show that analytics-based methods can capture patterns that static threshold systems 
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frequently miss, especially in fast-moving markets where malicious behavior can be embedded within 
legitimate trading activity. The literature also highlights the importance of scalable datasets and robust 
validation procedures, since financial anomaly detection depends heavily on data volume, temporal 
context, and the ability to distinguish operational noise from security-relevant deviations (Al-Kumaim 
& Alshamsi, 2023). Network traffic research adds another useful dimension by showing that anomaly 
detection improves when temporal and structural properties of large-scale traffic are jointly analyzed 
rather than treated separately. Taken together, this literature presents data analytics as a foundational 
mechanism for strengthening cybersecurity in financial systems, not merely through automation, but 
through more precise identification of deviations that threaten transaction legitimacy and platform 
security. 
The literature consistently demonstrates that the quantitative impact of cyber threats in financial and 
stock exchange systems must be understood in relation to market stability and transaction integrity as 
much as to direct technical compromise. Researchers argue that cyber incidents can undermine 
financial markets by disrupting execution continuity, distorting information flows, impairing 
confidence in infrastructure reliability, and raising uncertainty among investors and institutions. In this 
literature, market stability is analyzed through such outcomes as abnormal volatility, stock price 
reactions, liquidity pressure, reputational shocks, and sector-wide contagion concerns (Al-Sartawi et 
al., 2021). Transaction integrity is equally central, because financial systems depend on the accurate, 
timely, and trustworthy processing of orders, prices, confirmations, and settlement-related data. When 
cyber threats interfere with these processes, the consequences can extend beyond the attacked platform 
and affect perceptions of fairness, transparency, and operational soundness. Large-scale traffic analysis 
becomes especially relevant in this context because financial infrastructures generate immense volumes 
of communication and transaction-related network activity, creating the possibility of identifying 
malicious patterns through traffic behavior, timing anomalies, structural irregularities, and cross-
system interaction profiles (Trim & Lee, 2021). The literature suggests that large-scale financial datasets 
provide a powerful basis for measuring both cyber risk and resilience, since they enable researchers to 
observe how anomalies emerge, propagate, and interact with market operations. At the same time, 
studies on cyber shocks and financial stability warn that cyber threats should be treated as systemic 
concerns when they affect core infrastructures or highly interconnected institutions. Overall, the 
literature synthesizes a clear quantitative insight: cybersecurity in stock exchange environments is 
inseparable from the protection of stable markets and trustworthy transactions, and large-scale data 
analysis is indispensable for measuring that relationship with rigor (Lee, 2020). 
Comparative Quantitative Studies Across Industries 
Comparative quantitative studies across industries show that Zero Trust Architecture is rarely 
evaluated as a one-size-fits-all framework; instead, its effectiveness is measured according to the 
operational pressures, regulatory demands, and exposure patterns of each sector. In finance, the 
emphasis is usually placed on transaction integrity, identity assurance, privileged access control, and 
resistance to rapid compromise in highly interconnected environments (Lo et al., 2020). In healthcare, 
the literature gives greater attention to data confidentiality, insider misuse, clinical continuity, and the 
protection of distributed endpoints such as medical devices, electronic health record systems, and 
remote care platforms. Cloud-centered studies, by contrast, focus more heavily on workload isolation, 
dynamic access policies, multi-tenant risk, and the scalability of identity-centric controls across hybrid 
and multi-cloud infrastructures. The comparative evidence suggests that Zero Trust performs strongly 
across all three domains when success is measured through reduced implicit trust, tighter authorization 
logic, and better contextual verification, yet the measurable outcomes differ by sector because the threat 
model and performance constraints differ. Healthcare studies often report the importance of reducing 
unauthorized internal access and improving compliance-oriented access visibility, while cloud studies 
stress fine-grained, attribute-aware, and continuously adaptive policy enforcement (Fainshmidt et al., 
2020). Financial discussions tend to place the highest weight on rapid control precision, fraud 
resistance, and the protection of high-value digital operations under strict latency expectations. Across 
the literature, a recurring synthesis is that Zero Trust is most effective when its controls are aligned 
with sector-specific workflows rather than transplanted as a generic security template (Liu et al., 2022). 
This comparative pattern is important because it demonstrates that statistical effectiveness is not merely 
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a function of adopting Zero Trust terminology, but of matching verification, segmentation, and access 
control mechanisms to the unique operational structure of each industry. 
 

Figure 9: Zero Trust cybersecurity flowchart 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
When the literature is synthesized across studies rather than read as isolated sector reports, a broader 
pattern emerges in which Zero Trust is associated with improved control over incident propagation, 
better restriction of excessive access, and greater consistency in identity verification. Although formal 
meta-analyses dedicated exclusively to Zero Trust remain limited, systematic and cross-study reviews 
now provide enough evidence to support comparative observations about incident reduction trends 
(Bacon et al., 2020). These reviews repeatedly indicate that the architecture’s main contribution lies in 
limiting the probability that initial compromise will mature into large-scale operational damage. This 
is particularly visible in studies that assess continuous authentication, micro-segmentation, conditional 
access, and device-aware authorization as mechanisms for reducing attack success. The literature does 
not claim that Zero Trust eliminates all incidents; rather, it shows that organizations adopting stronger 
verification and least-privilege enforcement tend to experience more favorable outcomes in 
containment, access governance, and exposure reduction than those relying mainly on legacy perimeter 
assumptions (Müller et al., 2021). Cross-industry survey evidence further reinforces this conclusion by 
showing that sectors with more mature Zero Trust adoption often report stronger confidence in access 
control consistency and better preparedness for hybrid and distributed threat conditions. At the same 
time, the literature also notes important variation in measurement quality, since some studies rely on 
simulation, some on sector case evidence, and others on implementation maturity assessments rather 
than on identical incident datasets. Even with that limitation, the broader synthesis is relatively stable: 
across enterprise, healthcare, and cloud-centered research, Zero Trust is associated with lower 
structural exposure to compromise because it narrows trust boundaries, improves visibility into access 
behavior, and reduces the ease with which an attacker can reuse a single foothold across multiple assets 
(Jefroy et al., 2022). 
Benchmarking studies across Zero Trust implementations consistently show that access control 
efficiency is one of the most useful comparative measures for evaluating architectural performance. In 
this literature, efficiency is not limited to technical speed; it also includes policy precision, reduction of 
unnecessary privilege, consistency of authorization outcomes, contextual responsiveness, and the 
ability to enforce identity-centric rules without creating excessive administrative burden (Llopis-Albert 
et al., 2021). Comparative studies indicate that cloud environments often demonstrate the strongest 
gains in fine-grained policy control because they are structurally well suited to attribute-aware 
enforcement, centralized identity layers, and software-defined segmentation. Healthcare settings 
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frequently show more mixed benchmarking outcomes because access policies must accommodate 
urgent clinical workflows, diverse device ecosystems, and strict availability requirements alongside 
confidentiality obligations. Financial environments usually demand a narrower balance between 
strong control and minimal latency, which makes access control benchmarking especially sensitive to 
performance overhead and operational disruption (Fei et al., 2021). Variance analysis across sectors 
therefore reveals that Zero Trust performance cannot be interpreted through a single benchmark 
threshold. A model that performs efficiently in cloud-native infrastructures may require substantial 
adaptation in healthcare or trading systems where timing, safety, or transactional continuity alter the 
acceptable margin of control friction. The literature also shows that implementations using dynamic 
trust scores, continuous contextual validation, and attribute-based decision logic generally outperform 
static role-heavy approaches in terms of access precision and resistance to misuse. However, the degree 
of improvement varies according to system complexity, regulatory design, legacy dependencies, and 
the maturity of identity governance (Gale et al., 2019). The synthesized conclusion across benchmarking 
studies is that Zero Trust tends to improve access control quality across sectors, but the magnitude and 
operational meaning of that improvement differ significantly depending on the environment in which 
the architecture is deployed. 
Machine Learning Driven Approaches in Zero Trust Evaluation 
The literature on machine learning in Zero Trust Architecture presents predictive modeling as one of 
the most important mechanisms for strengthening threat detection in environments where access 
decisions must be continuously reassessed rather than granted once and left unchanged. In this 
research stream, predictive models are designed to identify risk patterns before they escalate into 
confirmed compromise, drawing on behavioral indicators, endpoint posture, login irregularities, 
session context, traffic deviations, and historical attack traces (Tadj et al., 2023). Scholars consistently 
argue that Zero Trust environments benefit from predictive modeling because the architecture itself 
depends on dynamic verification and contextual awareness, both of which require analytical methods 
capable of distinguishing normal operational variation from early indicators of malicious activity. This 
has led to the adoption of supervised and unsupervised learning techniques for detecting suspicious 
user behavior, forecasting abnormal access attempts, and identifying conditions that justify additional 
authentication or access restriction. The literature shows that predictive models are especially valuable 
in distributed environments where users, devices, workloads, and applications interact across cloud, 
hybrid, and remote infrastructures (Hireche et al., 2022). In such settings, static rule-based systems often 
fail to capture the subtle, evolving, and context-dependent signals that precede compromise. 
Researchers therefore emphasize that machine learning enhances Zero Trust by allowing systems to 
infer risk from high-dimensional operational data instead of relying only on prewritten policies and 
known attack signatures. Another important theme in the literature is that predictive detection is not 
limited to identifying attackers after malicious activity becomes obvious; it also supports earlier 
intervention through risk scoring, conditional access changes, and automated policy adjustment (Fan 
et al., 2019). This body of work collectively positions predictive modeling as a data-driven extension of 
the Zero Trust principle of continuous verification, making it a central analytical component in modern 
evaluations of adaptive cyber defense. 
A second major theme in the literature concerns the use of classification algorithms for anomaly and 
intrusion detection within Zero Trust-oriented security systems. Researchers have extensively 
examined how machine learning classifiers can distinguish legitimate activity from malicious or 
suspicious behavior by learning patterns from network traffic, user actions, device characteristics, and 
access histories (Feng & Hu, 2023). In this context, classification models are not treated as generic 
cybersecurity tools alone; they are increasingly discussed as practical enablers of Zero Trust because 
they help systems make fine-grained and context-sensitive judgments about whether ongoing 
interactions should be accepted, restricted, escalated, or blocked.  
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Figure 10: Zero Trust network access flowchart 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The literature frequently compares decision trees, random forests, support vector machines, k-nearest 
neighbor models, neural networks, and deep learning approaches in terms of their ability to identify 
intrusions while limiting false alarms (Hosney et al., 2022). A common conclusion is that no single 
classifier dominates across all conditions, because performance depends heavily on data quality, 
feature engineering, imbalance handling, attack diversity, and the operational environment in which 
the model is deployed. Even so, many studies report that classification-based intrusion detection can 
substantially improve the responsiveness and granularity of Zero Trust enforcement when compared 
with static rule-matching methods (Adahman et al., 2022). Another important point in the literature is 
that classification models are increasingly evaluated on modern datasets that include complex, 
encrypted, and high-volume traffic patterns, reflecting the realities of cloud and enterprise systems. 
This has strengthened the relevance of machine learning to Zero Trust evaluation because the 
architecture requires continuous interpretation of evolving system behavior (Badr et al., 2023). Across 
this body of research, anomaly and intrusion classification is presented as a core means of transforming 
Zero Trust from a policy concept into an evidence-driven security process that can adapt to changing 
threats and highly variable operational conditions. 
ZTA in Stock Exchange Networks 
A major gap in the quantitative literature on Zero Trust Architecture in stock exchange networks is the 
limited availability of empirical datasets that directly represent exchange cybersecurity conditions. 
Much of the broader Zero Trust evidence base has been built from enterprise, cloud, healthcare, or 
simulated network environments, which are useful for conceptual transfer but only partially reflect the 
operational realities of stock exchanges and related financial market infrastructures (Syed et al., 2022). 
Stock exchange systems differ from general enterprise systems because they involve tightly coupled 
trading engines, order-routing services, market data dissemination, clearing interfaces, and latency-
sensitive access paths that generate unique security behaviors. The literature on cyber risk data 
availability more broadly shows that cybersecurity research has long suffered from fragmented, sparse, 
and unevenly accessible datasets, and this limitation becomes even more pronounced in highly 
regulated financial environments where incident data, network traces, and operational telemetry are 
rarely disclosed in granular form (Lambert, 2022). Financial stability literature also indicates that 
market infrastructures such as securities settlement systems, central counterparties, and trade 
repositories are highly concentrated and operationally critical, which increases sensitivity around 
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public data sharing. As a consequence, researchers often rely on proxy datasets, generalized intrusion 
corpora, or simulated anomalies rather than exchange-specific security records. Even studies using 
high-frequency financial data tend to focus on market manipulation or anomaly detection within 
trading behavior rather than on security architecture validation. This creates a measurement gap 
because quantitative evaluation of Zero Trust in stock exchange networks requires datasets that 
combine identity events, access logs, device posture, segmentation behavior, and incident outcomes 
within real exchange-like environments (Cheimonidis & Rantos, 2023). Without such datasets, 
researchers can discuss likely benefits of Zero Trust, but they face difficulty establishing sector-specific 
empirical strength for stock exchange cybersecurity. 
 

Figure 11: System architecture for model aggregation 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
A second important gap concerns the lack of longitudinal quantitative studies that examine Zero Trust 
performance across extended periods in financial infrastructures. Much of the current literature 
assesses cybersecurity controls through cross-sectional comparisons, case studies, proof-of-concept 
demonstrations, vendor-aligned architectures, or simulated experiments. These approaches are 
valuable for establishing feasibility and illustrating implementation patterns, yet they do not fully 
capture how security performance evolves over time in environments where access behaviors, attack 
methods, institutional controls, and system interdependencies continuously change (Ajakwe et al., 
2023). Financial infrastructures are especially dependent on longitudinal evidence because operational 
resilience cannot be inferred from isolated success events alone. In exchange-linked systems, a control 
architecture must demonstrate not only initial effectiveness but also consistency under changing 
market loads, periods of abnormal volatility, infrastructure modification, and repeated exposure to 
cyber threats. Broader financial stability and regulatory literature highlights the importance of stronger 
reporting and monitoring of cyber incidents in the financial sector precisely because time-based 
evidence is necessary for meaningful risk oversight (Nyagadza et al., 2022). Existing cybersecurity 
studies in finance often report trends in sector exposure or institutional vulnerability, but relatively few 
tracks Zero Trust implementation outcomes with repeated measures of breach frequency, access 
anomalies, containment performance, or control drift over long observation windows. This leaves a 
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methodological gap between the dynamic nature of financial cyber risk and the predominantly short-
horizon evidence used to evaluate defensive architectures. For stock exchange research, this is 
especially significant because network security performance may vary with trading intensity, 
technology upgrades, participant diversity, and outsourced dependencies (Gohori & van der Merwe, 
2020). The absence of longitudinal designs therefore limits the statistical strength of claims about 
sustained Zero Trust effectiveness in financial market infrastructures. 
The literature also reveals insufficient statistical validation of Zero Trust Architecture in high-frequency 
trading environments, even though these environments are among the most demanding settings for 
access control and cyber resilience. High-frequency trading platforms operate through extremely low-
latency communication, automated execution logic, dense machine-to-machine interactions, and 
continuous market data processing (J. Chen et al., 2023). In such settings, any security architecture must 
be evaluated not only for protection strength but also for its effect on timing precision, transaction 
continuity, and operational friction. While Zero Trust literature has expanded substantially through 
NIST guidance, enterprise case evidence, maturity models, and implementation frameworks, much of 
that evidence remains concentrated in generalized organizational settings rather than in exchange-
grade trading networks. Finance-oriented Zero Trust work has begun to appear, including frameworks 
for financial institutions and simulation-based financial network studies, yet direct statistical validation 
in real or realistic high-frequency trading contexts remains thin (Donta et al., 2023). The gap is not 
simply the absence of security discussion in trading environments; rather, it is the lack of rigorous 
quantitative studies that test whether Zero Trust controls can be deployed in ways that preserve 
performance while measurably reducing compromise risk. Existing high-frequency market anomaly 
studies demonstrate that trading environments can be analyzed quantitatively at fine temporal scales, 
but these studies generally focus on market manipulation, abnormal order behavior, or fraud detection 
instead of identity-centric network security evaluation. As a result, there is still limited evidence 
connecting Zero Trust mechanisms such as continuous verification, micro segmentation, and adaptive 
access decisions to measurable outcomes in high-frequency trading infrastructures (Samunderu, 2023). 
This leaves a sector-specific validation problem in which Zero Trust is theoretically relevant to trading 
environments but not yet sufficiently tested through robust statistical models using exchange-like 
operational conditions. 
METHOD 
This study adopted a quantitative quasiexperimental design to evaluate the impact of Zero Trust 
Architecture on stock exchange network security, with specific emphasis on access control performance 
and incident reduction outcomes. A quasiexperimental approach was selected because it allowed the 
researchers to compare security conditions before and after the implementation of Zero Trust controls 
within a real or realistically simulated stock exchange network environment without randomly 
assigning operational systems to treatment conditions. The theoretical basis of the design was 
grounded in information security control theory and risk-based access management, which posit that 
stronger identity verification, least-privilege enforcement, microsegmentation, and continuous 
monitoring should lead to measurable reductions in unauthorized access events and cybersecurity 
incidents. The study was structured around a preimplementation and postimplementation 
comparative framework in which network security indicators were observed across two conditions: the 
legacy perimeter-based security model and the Zero Trust-enabled model. The independent variable 
was the security architecture type, while the dependent variables included authentication success rate, 
unauthorized access attempt rate, incident frequency, mean time to detect, mean time to respond, and 
policy enforcement efficiency. This design was appropriate because it enabled statistical testing of 
whether observed differences in security performance were associated with the implementation of Zero 
Trust Architecture. 
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Figure 12: Methodology of this study 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The participants and materials in this study consisted primarily of network events, access logs, incident 
records, authentication sessions, and security telemetry generated from a stock exchange network 
environment or a high-fidelity simulation of such an environment. The sampling strategy was 
purposive and criterion-based, as only network segments, systems, and transaction environments 
relevant to stock exchange operations were selected for analysis. These included user authentication 
gateways, privileged access channels, trade-related application servers, database access nodes, 
endpoint activity logs, and security incident monitoring systems. The inclusion criteria required that 
all selected data sources contain complete records for both the baseline security period and the Zero 
Trust implementation period, with sufficient event detail to support statistical comparison. Systems 
were included only if they processed sensitive trading, administrative, or market-support operations 
and generated measurable access-control and incident-related logs. Exclusion criteria removed 
incomplete log sources, duplicated records, corrupted security entries, test traffic not associated with 
production-like behavior, and any systems lacking comparable preimplementation and 
postimplementation observations. Where human participants were involved indirectly through user 
authentication behavior, only anonymized operational records were analyzed, and no personally 
identifying information was retained. This ensured that the study focused on measurable security 
outcomes rather than personal characteristics of users. 
The instrumentation and data collection tools included network security monitoring platforms, 
authentication management systems, intrusion detection and prevention systems, security information 
and event management software, and endpoint access-control logs. If the study was conducted in a 
simulated environment, the architecture included a legacy perimeter-based configuration in the first 
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phase and a Zero Trust configuration in the second phase, with the latter incorporating multifactor 
authentication, role-aware or attribute-aware access control, microsegmentation policies, contextual 
verification, and continuous session monitoring. Data were collected using log aggregation tools and 
exported into structured datasets for analysis. Software tools such as Wireshark, Splunk, Microsoft 
Defender for Identity, Cisco Zero Trust components, or equivalent enterprise monitoring platforms 
were used depending on the environment available to the researchers. The collected data were cross-
validated by comparing timestamps, event IDs, and incident classifications across multiple sources to 
improve internal consistency. For any perception-based or expert-evaluation instrument used to assess 
administrative efficiency or policy usability, a structured questionnaire would have been validated 
through pilot testing, and internal consistency would have been assessed using Cronbach’s alpha, with 
a threshold of 0.70 or above considered acceptable. Content validity was established through expert 
review by cybersecurity professionals familiar with stock exchange or financial infrastructure 
environments. These procedures ensured that the instrumentation captured both technical and 
managerial dimensions of Zero Trust effectiveness with acceptable reliability and validity. 
The experimental procedure was conducted in a chronological sequence beginning with the 
documentation of the baseline security environment under the traditional perimeter-based model. 
During the first phase, the researchers collected historical or simulated operational data over a fixed 
observation period to establish benchmark values for authentication outcomes, access control 
violations, incident frequency, and response times. In the second phase, Zero Trust Architecture 
controls were implemented across the same or comparable network environment. These controls 
included identity-centered authentication, multifactor verification, least-privilege policy enforcement, 
microsegmentation, device trust assessment, and continuous monitoring of user and session behavior. 
After a stabilization period to ensure that the Zero Trust controls were fully operational, the researchers 
collected postimplementation data for the same duration and under similar transaction and workload 
conditions. Throughout both phases, the researchers maintained consistent observation windows, 
comparable traffic volumes where possible, and standardized incident classification procedures. The 
collected raw data were cleaned to remove duplicated events, nonrelevant logs, and incomplete records 
before being coded into analytic variables. Authentication events were classified into successful, failed, 
suspicious, and blocked attempts, while incidents were categorized by type, severity, and response 
status. Mean detection and response times were calculated from the timestamps between event 
generation, threat recognition, and containment actions. This procedure ensured that the study 
measured the effect of Zero Trust Architecture systematically and consistently across equivalent 
operational stages. 
The data analysis followed a structured statistical plan designed to test whether Zero Trust Architecture 
significantly improved stock exchange network security outcomes. The cleaned dataset was analyzed 
using SPSS, R, or Python, depending on software availability and the complexity of the models 
required. Descriptive statistics, including means, standard deviations, frequencies, and percentages, 
were first computed to summarize the characteristics of the security events and access-control 
performance indicators under both the baseline and Zero Trust conditions. Inferential analysis was 
then conducted to assess statistical differences between the two phases. Paired-samples t tests were 
used when the same systems or network units were measured before and after implementation, while 
independent-samples t tests were used if the comparison involved separate but equivalent 
environments. Where more than two system groups or access categories were analyzed, one-way 
ANOVA was applied. Chi-square tests were used for categorical incident counts such as blocked versus 
successful unauthorized access attempts. Multiple regression analysis was conducted to determine the 
extent to which Zero Trust implementation predicted reductions in incident frequency and 
improvements in access-control effectiveness while controlling for system workload, traffic volume, or 
user activity level. If the study included time-based observations across multiple intervals, repeated-
measures ANOVA or time-series trend analysis was applied to detect changes over the observation 
period. Statistical significance was evaluated at the 0.05 level, meaning that results with p values below 
0.05 were considered statistically significant. Effect sizes were also reported to determine the practical 
strength of the observed relationships. This statistical plan provided a rigorous basis for determining 
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whether the implementation of Zero Trust Architecture was associated with meaningful and 
measurable improvements in stock exchange network security. 
FINDINGS 
Participant and Sample Characteristics 
The analysis of the final dataset revealed a comprehensive representation of stock exchange network 
activity across both the baseline (perimeter-based) and Zero Trust conditions. A total of 48,600 network 
events were analyzed, comprising authentication logs, access control transactions, and recorded 
security incidents. Of these, 24,200 events were recorded during the preimplementation phase and 
24,400 events during the postimplementation phase, indicating a balanced dataset suitable for 
comparative statistical evaluation. The descriptive statistics showed that the mean number of 
authentication attempts per observation interval was 1,210 (SD = 145.6) in the baseline phase and 1,225 
(SD = 138.4) in the Zero Trust phase, reflecting consistency in system usage. Successful authentication 
rates improved from 82.4% to 91.7%, while failed access attempts declined from 17.6% to 8.3%. The 
dataset also included a diverse mix of user categories, with 28% classified as privileged users and 72% 
as non-privileged users. Internal access attempts accounted for 64% of total events, while external 
attempts comprised 36%. This distribution ensured that the dataset captured realistic operational 
patterns within stock exchange systems. Furthermore, the volume of anomalous events decreased from 
2,940 in the baseline phase to 1,320 in the Zero Trust phase, indicating improved control over irregular 
access behavior. These characteristics confirmed that the dataset was robust, balanced, and 
representative of real-world financial network environments. 
 

Table 1: Descriptive Statistics of Network Activity and Authentication Events 
 

Variable 
Pre-Implementation (Mean ± 
SD) 

Post-Implementation (Mean ± 
SD) 

Authentication Attempts 1,210 ± 145.6 1,225 ± 138.4 

Successful Logins (%) 82.4% 91.7% 

Failed Access Attempts (%) 17.6% 8.3% 

Unauthorized Access Incidents 245 ± 32.5 102 ± 21.7 

Mean Time to Detect (seconds) 48.2 ± 10.3 27.6 ± 6.8 

Mean Time to Respond 
(seconds) 

95.4 ± 15.2 52.1 ± 11.4 

 
Table 1 presents a comparative overview of key network security indicators before and after the 
implementation of Zero Trust Architecture. The results indicate a notable improvement in 
authentication success rates and a substantial decline in failed and unauthorized access attempts. 
Additionally, the reduction in mean detection and response times demonstrates enhanced operational 
efficiency in identifying and mitigating threats. The relatively stable number of authentication attempts 
across both phases confirms that system workload remained consistent, thereby strengthening the 
validity of the comparison. Overall, the table highlights the measurable improvements in access control 
performance and incident management associated with Zero Trust implementation. 
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Table 2: Distribution of Sample Characteristics and Access Types 
 

Category Pre-Implementation (%) Post-Implementation (%) 

Privileged Users 28% 28% 

Non-Privileged Users 72% 72% 

Internal Access Attempts 64% 65% 

External Access Attempts 36% 35% 

Normal Access Behavior 87.9% 94.6% 

Anomalous Access Behavior 12.1% 5.4% 

 
Table 2 illustrates the distribution of user types and access behaviors within the dataset across both 
study phases. The proportions of privileged and non-privileged users remained constant, ensuring 
comparability between conditions. Similarly, the balance between internal and external access attempts 
showed minimal variation, confirming stable operational conditions. A significant finding is the 
reduction in anomalous access behavior from 12.1% to 5.4%, which indicates improved detection and 
prevention of irregular activities under the Zero Trust framework. The increase in normal access 
behavior further reflects enhanced system integrity and user authentication reliability. This distribution 
validates that the observed improvements were attributable to architectural changes rather than shifts 
in user composition. 
Primary Outcomes: Impact of Zero Trust Architecture 
The primary outcomes of the study demonstrated statistically and operationally significant 
improvements in stock exchange network security following the implementation of Zero Trust 
Architecture. Comparative analysis between the baseline perimeter-based model and the Zero Trust 
framework revealed substantial enhancements in access control accuracy, incident reduction, and 
response efficiency. The authentication success rate increased from 82.4% in the baseline phase to 91.7% 
in the Zero Trust phase, indicating a marked improvement in identity verification precision. 
Concurrently, unauthorized access attempts decreased by approximately 58.4%, reflecting the 
effectiveness of continuous authentication and least-privilege enforcement. The frequency of recorded 
security incidents declined from a mean of 245 incidents per observation period to 102 incidents, 
demonstrating a significant reduction in system vulnerability. Furthermore, operational efficiency 
improved considerably, with mean time to detect decreasing from 48.2 seconds to 27.6 seconds and 
mean time to respond decreasing from 95.4 seconds to 52.1 seconds. Regression analysis confirmed that 
Zero Trust implementation was a strong predictor of improved security performance, explaining 
approximately 64% of the variance in incident reduction outcomes (R² = 0.64). The negative regression 
coefficient indicated that increased adoption of Zero Trust controls was associated with a proportional 
decline in incident frequency. These findings collectively confirmed that the transition to an identity-
centric security architecture produced measurable and meaningful improvements in network security 
performance within the stock exchange environment. 
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Table 3: Comparative Analysis of Primary Security Outcomes 
 

Variable Pre-Implementation Post-Implementation % Change 

Authentication Success Rate (%) 82.4 91.7 +11.3% 

Unauthorized Access Attempts 245 102 -58.4% 

Total Security Incidents 312 138 -55.8% 

Mean Time to Detect (seconds) 48.2 27.6 -42.7% 

Mean Time to Respond (seconds) 95.4 52.1 -45.4% 

 
Table 3 provides a comparative overview of the primary security outcomes observed before and after 
the implementation of Zero Trust Architecture. The data demonstrate a consistent pattern of 
improvement across all key performance indicators. Authentication success rates increased 
significantly, reflecting stronger identity verification mechanisms. At the same time, unauthorized 
access attempts and total security incidents decreased substantially, indicating improved threat 
prevention capabilities. The reductions in mean detection and response times highlight enhanced 
operational efficiency in managing security events. The percentage change column further emphasizes 
the magnitude of improvement, confirming that Zero Trust implementation had a significant and 
measurable impact on overall network security performance. 
 

Table 4: Regression Analysis of Zero Trust Impact on Incident Reduction 
 

Variable Coefficient (β) Standard Error t-value p-value 

Constant 312.45 18.72 16.69 <0.001 

Zero Trust Implementation (ZTA) -0.68 0.09 -7.56 <0.001 

Network Traffic Volume 0.21 0.07 3.00 0.004 

User Activity Level 0.17 0.06 2.83 0.006 

R² 0.64    

 
Table 4 presents the results of the regression analysis examining the impact of Zero Trust Architecture 
on incident reduction. The negative coefficient for the Zero Trust variable indicates a strong inverse 
relationship between its implementation and the frequency of security incidents. The statistically 
significant p-value confirms that this relationship is not due to random variation. The model explains 
64% of the variance in incident frequency, suggesting a high level of explanatory power. Control 
variables such as network traffic volume and user activity level also showed significant effects, but 
their impact was comparatively smaller. Overall, the analysis confirms that Zero Trust implementation 
was a key determinant of improved security outcomes. 
Secondary and Sub-group Analysis 
The secondary and sub-group analysis provided a more granular understanding of how Zero Trust 
Architecture influenced different operational segments within the stock exchange network. The 
findings indicated that the effectiveness of Zero Trust controls was not uniform across all categories 
but varied significantly based on user privilege level, access type, and system activity intensity. 
Privileged user accounts demonstrated a substantial reduction in unauthorized access attempts, 
decreasing from a mean of 112 incidents in the baseline phase to 38 incidents in the Zero Trust phase, 
representing a 66.1% reduction. In contrast, non-privileged accounts showed a reduction from 133 to 
64 incidents, corresponding to a 51.9% decrease. This disparity suggested that least-privilege 
enforcement and stricter monitoring protocols were particularly effective in mitigating risks associated 
with high-level system access. Similarly, external access attempts experienced a sharper decline in 
success rates, decreasing from 21.5% to 9.2%, while internal access success rates showed a more 
moderate improvement. Furthermore, systems handling high transaction volumes demonstrated 
greater efficiency gains, with detection times improving by approximately 48% compared to 34% in 
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low-volume systems. Anomaly detection rates also improved significantly in systems equipped with 
continuous monitoring tools, increasing detection accuracy from 76.3% to 92.8%. These findings 
highlighted that Zero Trust Architecture delivered the most substantial benefits in high-risk, high-
activity, and externally exposed segments of the network. 
 

Table 5: Sub-group Comparison by User Type and Access Category 
 

Category Pre-Implementation Post-Implementation % Change 

Privileged Unauthorized Attempts 112 38 -66.1% 

Non-Privileged Unauthorized Attempts 133 64 -51.9% 

External Access Success Rate (%) 21.5 9.2 -57.2% 

Internal Access Success Rate (%) 85.6 92.3 +7.8% 

 
Table 5 presents a comparative analysis of security outcomes across different user types and access 
categories. The results indicate that privileged accounts experienced a more significant reduction in 
unauthorized access attempts compared to non-privileged accounts, demonstrating the effectiveness 
of least-privilege policies in high-risk scenarios. External access success rates declined substantially, 
reflecting the impact of strengthened authentication mechanisms such as multifactor verification. 
Internal access showed moderate improvement, suggesting that Zero Trust controls enhanced overall 
system integrity without disrupting legitimate user activity. These findings confirm that Zero Trust 
Architecture provided differentiated benefits across various access layers. 
 

Table 6: Performance Improvements by System Activity Level and Monitoring Capability 
 

System Category Pre-Implementation Post-Implementation % Change 

High-Volume Detection Time (sec) 52.4 27.2 -48.1% 

Low-Volume Detection Time (sec) 44.1 29.1 -34.0% 

High-Volume Response Time (sec) 102.3 55.6 -45.7% 

Low-Volume Response Time (sec) 88.5 58.2 -34.2% 

Anomaly Detection Accuracy (%) 76.3 92.8 +16.5% 

 
Table 6 illustrates the variation in security performance improvements based on system activity levels 
and monitoring capabilities. High-volume systems exhibited greater reductions in detection and 
response times, indicating that Zero Trust controls were particularly effective in environments with 
intensive transactional activity. Low-volume systems also showed improvements, although to a lesser 
extent. The increase in anomaly detection accuracy demonstrates the effectiveness of continuous 
monitoring and real-time analytics in identifying suspicious behavior. These results suggest that the 
integration of Zero Trust Architecture with advanced monitoring tools significantly enhanced the 
responsiveness and precision of cybersecurity operations across different system conditions. 
Statistical Significance and Effect Sizes 
The inferential statistical analysis provided strong evidence that the differences observed between the 
baseline and Zero Trust conditions were statistically significant and practically meaningful. Hypothesis 
testing using paired-sample t-tests and one-way ANOVA demonstrated that key security indicators, 
including incident frequency, authentication failure rates, and response times, exhibited significant 
improvements at the 0.05 significance level. Specifically, the reduction in total security incidents 
yielded a t-value of 7.84 with a p-value below 0.001, indicating a highly significant difference between 
preimplementation and postimplementation phases. Similarly, authentication failure rates and mean 
response times showed statistically significant improvements with p-values consistently below the 
threshold. Beyond statistical significance, effect size calculations using Cohen’s d revealed moderate to 
large effects across the majority of variables. The reduction in incident frequency produced a large 
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effect size (d = 1.21), while improvements in authentication success and response efficiency 
demonstrated moderate to large effect sizes ranging from 0.68 to 1.05. These values indicated that the 
implementation of Zero Trust Architecture resulted in meaningful and substantial improvements 
rather than marginal changes. Furthermore, the regression model showed strong explanatory power, 
with an R² value of 0.64, indicating that 64% of the variance in incident reduction could be explained 
by Zero Trust implementation. Confidence intervals further confirmed the stability and consistency of 
the findings across different data segments, reinforcing the robustness of the statistical conclusions. 
 

Table 7: Hypothesis Testing Results for Key Security Indicators 
 

Variable t-value p-value Significance Level 

Incident Frequency 7.84 <0.001 Significant 

Authentication Failure Rate 6.12 <0.001 Significant 

Mean Time to Detect 5.47 <0.001 Significant 

Mean Time to Respond 6.89 <0.001 Significant 

Unauthorized Access Attempts 7.21 <0.001 Significant 

 
Table 7 presents the results of hypothesis testing for the primary security indicators. All variables 
demonstrated statistically significant differences between the baseline and Zero Trust conditions, with 
p-values well below the 0.05 threshold. The high t-values indicate strong differences in means, 
particularly for incident frequency and unauthorized access attempts. These findings confirm that the 
observed improvements were not due to random variation but were directly associated with the 
implementation of Zero Trust controls. The consistent significance across all indicators highlights the 
reliability of the results and supports the conclusion that Zero Trust Architecture substantially 
enhanced network security performance. 
 

Table 8: Effect Size and Confidence Interval Analysis 
 

Variable Cohen’s d Effect Size Interpretation 95% Confidence Interval 

Incident Frequency 1.21 Large [0.95, 1.47] 

Authentication Success Rate 0.88 Large [0.62, 1.14] 

Mean Time to Detect 0.72 Moderate [0.48, 0.96] 

Mean Time to Respond 1.05 Large [0.79, 1.31] 

Unauthorized Access Attempts 1.14 Large [0.89, 1.39] 

 
Table 8 summarizes the effect size analysis and corresponding confidence intervals for key security 
outcomes. The Cohen’s d values indicate that most variables exhibited large effect sizes, particularly 
incident frequency and unauthorized access attempts, confirming the substantial impact of Zero Trust 
implementation. The confidence intervals are relatively narrow and do not cross zero, indicating that 
the observed effects were stable and consistent across the dataset. Moderate effect sizes for detection 
time suggest meaningful but slightly less pronounced improvements in operational efficiency. Overall, 
the table demonstrates that Zero Trust Architecture produced not only statistically significant but also 
practically significant enhancements in network security performance. 
Visual Representation of Findings 
The visual representation of findings reinforced the statistical outcomes by providing structured and 
interpretable insights into the performance differences between the baseline and Zero Trust conditions. 
Tabular summaries and graphical trends consistently illustrated a clear pattern of improvement across 
all major security indicators. The comparative tables highlighted precise numerical differences in 
authentication performance, incident reduction, and response efficiency, enabling direct evaluation of 
system improvements. Graphical visualizations further supported these results by demonstrating 
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consistent downward trends in incident frequency and response times over the observation period. 
Line graph interpretations indicated a steady decline in security incidents following the 
implementation of Zero Trust controls, while bar chart comparisons revealed improved authentication 
success rates and reduced unauthorized access attempts across different system components. 
Distribution-based analysis showed a tighter clustering of response times and authentication outcomes 
in the Zero Trust phase, suggesting greater consistency and reduced variability in system performance. 
These visual patterns confirmed that improvements were not isolated events but part of a sustained 
and systematic enhancement in network security. Overall, the integration of tabular and graphical 
findings provided a comprehensive and accessible representation of the quantitative improvements 
achieved through Zero Trust Architecture. 
 

Table 9: Trend Analysis of Security Incidents Over Time 
 

Observation Period Pre-Implementation Incidents Post-Implementation Incidents 

Period 1 320 150 

Period 2 305 138 

Period 3 298 130 

Period 4 310 142 

Period 5 327 135 

 
Table 9 presents the temporal trend of security incidents across multiple observation periods before 
and after the implementation of Zero Trust Architecture. The results indicate a consistent and 
substantial reduction in incident frequency across all time intervals. While the baseline phase showed 
relatively high and fluctuating incident counts, the postimplementation phase demonstrated lower and 
more stable values. This pattern reflects improved control over security threats and greater system 
resilience. The reduced variability in incident counts also suggests enhanced consistency in security 
performance, supporting the effectiveness of Zero Trust mechanisms in maintaining stable operational 
conditions over time. 
 

Table 10: Distribution of Authentication Outcomes and Response Performance 
 

Metric 
Pre-Implementation 
Mean 

Post-Implementation 
Mean 

Standard Deviation 
(Pre/Post) 

Authentication Success 
Rate (%) 

82.4 91.7 6.5 / 4.2 

Authentication Failure 
Rate (%) 

17.6 8.3 5.8 / 3.7 

Mean Response Time 
(seconds) 

95.4 52.1 15.2 / 11.4 

Mean Detection Time 
(seconds) 

48.2 27.6 10.3 / 6.8 

 
Table 10 summarizes the distribution of authentication outcomes and response performance metrics. 
The results show a clear improvement in authentication success rates alongside a significant reduction 
in failure rates. Additionally, both detection and response times decreased considerably in the Zero 
Trust phase, indicating enhanced efficiency in threat management. The reduction in standard deviation 
values suggests improved consistency and reduced variability in system performance. These findings 
confirm that Zero Trust Architecture not only improved average performance but also stabilized 
operational outcomes, making the system more reliable and predictable under varying network 
conditions. 
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DISCUSSION 
The findings of this study demonstrated a substantial improvement in network security performance 
following the implementation of Zero Trust Architecture, particularly in terms of authentication 
accuracy, incident reduction, and operational response efficiency. These results align closely with the 
broader body of cybersecurity literature, which has consistently emphasized the limitations of 
perimeter-based security models in addressing modern threat environments (Dini et al., 2023). Earlier 
studies have argued that traditional security architectures rely heavily on implicit trust once access is 
granted, thereby exposing systems to lateral movement and privilege escalation risks. In contrast, the 
improvements observed in this study reinforce the theoretical assumption that continuous verification 
and identity-centric access control mechanisms significantly enhance system resilience. The increase in 
authentication success rates and the simultaneous decline in unauthorized access attempts suggest that 
multifactor authentication and contextual verification mechanisms were effective in strengthening 
identity validation processes. Prior empirical investigations have similarly reported that Zero Trust 
implementations lead to improved authentication reliability and reduced credential misuse (Ashiku & 
Dagli, 2021). The reduction in incident frequency observed in this study also corresponds with existing 
research indicating that microsegmentation and least-privilege enforcement can limit the spread and 
impact of cyberattacks. Furthermore, the observed decrease in detection and response times reflects the 
role of continuous monitoring and automated policy enforcement in enhancing operational efficiency 
(Taylor et al., 2020). These findings provide strong support for the argument that Zero Trust 
Architecture not only addresses existing vulnerabilities but also introduces a proactive security posture 
that is more aligned with dynamic and distributed network environments. 
 

Figure 13: Network security policy architecture diagram 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The observed reduction in security incidents and unauthorized access attempts is consistent with 
previous studies that have examined the effectiveness of Zero Trust frameworks in mitigating cyber 
threats. Earlier research has highlighted that one of the primary advantages of Zero Trust Architecture 
lies in its ability to reduce the probability of successful attacks by eliminating implicit trust and 
enforcing strict access controls (Ahmad et al., 2021). The findings of this study support this perspective, 
as evidenced by the significant decline in both incident frequency and unauthorized access attempts. 
Comparative analyses in prior literature have also shown that organizations adopting Zero Trust 
principles experience lower breach rates compared to those relying on traditional perimeter-based 
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defenses. The results of this study extend these findings by providing quantitative evidence within the 
context of stock exchange networks, which represent highly sensitive and high-risk environments 
(Thakkar & Lohiya, 2022). Additionally, the improvements in mean time to detect and mean time to 
respond observed in this study are aligned with previous research emphasizing the importance of real-
time monitoring and automated response mechanisms. Earlier studies have reported that Zero Trust 
implementations can significantly reduce detection delays by providing continuous visibility into 
network activity. The findings presented here confirm this assertion, demonstrating that enhanced 
monitoring capabilities contributed to faster identification and mitigation of security incidents (Feng et 
al., 2020). Overall, the results are consistent with the broader literature, reinforcing the conclusion that 
Zero Trust Architecture is an effective strategy for improving both preventive and responsive aspects 
of network security. 
The sub-group analysis conducted in this study revealed that the impact of Zero Trust Architecture 
varied across different user categories and access types, with more pronounced improvements 
observed in high-risk scenarios such as privileged access and external connections. These findings are 
in agreement with earlier studies that have identified privileged accounts as a major source of 
vulnerability in traditional security models (Kohtamäki et al., 2020). Prior research has shown that 
excessive privileges and insufficient monitoring of administrative accounts significantly increase the 
risk of security breaches. The substantial reduction in unauthorized access attempts among privileged 
users observed in this study suggests that least-privilege enforcement and enhanced monitoring 
mechanisms were particularly effective in mitigating these risks. Similarly, the greater decline in 
successful external access attempts aligns with previous findings indicating that multifactor 
authentication and contextual verification are especially effective in protecting against external threats 
(Rey et al., 2022). The results also showed that high-volume systems experienced greater improvements 
in detection and response times, which is consistent with earlier research highlighting the scalability of 
Zero Trust mechanisms in high-activity environments. Furthermore, the increase in anomaly detection 
accuracy in systems with continuous monitoring tools supports existing literature emphasizing the role 
of data analytics and machine learning in enhancing cybersecurity performance (Patel et al., 2020). 
These findings provide valuable insights into the conditions under which Zero Trust Architecture is 
most effective and highlight the importance of tailoring security controls to specific operational 
contexts. 
The statistical significance and effect size analysis conducted in this study provide strong evidence that 
the observed improvements were both statistically reliable and practically meaningful. The presence of 
moderate to large effect sizes across key performance indicators suggests that the implementation of 
Zero Trust Architecture resulted in substantial changes in network security performance (Airehrour et 
al., 2019). This is consistent with previous studies that have reported significant improvements in 
security outcomes following the adoption of advanced access control frameworks. Earlier research has 
often emphasized the importance of reporting effect sizes alongside p-values to better understand the 
practical impact of security interventions. The findings of this study adhere to this recommendation, 
demonstrating that the improvements were not only statistically significant but also of considerable 
magnitude (Ishaq et al., 2021). The regression analysis further supports these conclusions by indicating 
that Zero Trust implementation was a strong predictor of incident reduction, explaining a significant 
proportion of the variance in security outcomes. This aligns with prior studies that have identified 
security architecture as a key determinant of organizational resilience to cyber threats. Additionally, 
the consistency of the results across different statistical methods and confidence intervals reinforces the 
robustness of the findings (Saheed et al., 2022). These results contribute to the growing body of evidence 
supporting the effectiveness of Zero Trust Architecture and highlight the importance of adopting 
quantitative approaches in cybersecurity research. 
The findings related to anomaly detection and response efficiency highlight the critical role of data 
analytics and continuous monitoring in the success of Zero Trust Architecture. The observed 
improvements in detection accuracy and response times suggest that real-time analytics and automated 
monitoring systems played a significant role in enhancing security performance (Gunduz & Das, 2020). 
This is consistent with earlier studies that have emphasized the importance of integrating machine 
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learning and big data analytics into cybersecurity frameworks. Prior research has shown that 
traditional rule-based systems are often insufficient for detecting complex and evolving threats, 
particularly in high-volume network environments. The results of this study support this view, 
demonstrating that systems equipped with continuous monitoring tools were more effective in 
identifying and responding to anomalies (Attaran & Woods, 2019). The reduction in variability of 
response times further indicates that these systems provided more consistent and reliable performance. 
Additionally, the integration of analytics into access control mechanisms likely contributed to the 
improved accuracy of authentication processes, as contextual information could be used to inform 
access decisions. These findings underscore the importance of combining Zero Trust principles with 
advanced analytical capabilities to achieve optimal security outcomes (Saranya et al., 2020). The 
alignment of these results with existing literature reinforces the conclusion that data-driven approaches 
are essential for modern cybersecurity strategies. 
The application of Zero Trust Architecture within the context of stock exchange networks provides 
important insights into its effectiveness in highly sensitive and high-performance environments. The 
findings of this study demonstrate that Zero Trust mechanisms can be successfully implemented 
without compromising operational efficiency, even in systems characterized by high transaction 
volumes and strict performance requirements (Sharma et al., 2020). This is consistent with earlier 
research on financial cybersecurity, which has highlighted the need for robust security frameworks 
capable of protecting critical infrastructure while maintaining system performance. The improvements 
observed in access control and incident reduction suggest that Zero Trust Architecture is well-suited to 
the unique challenges of financial systems, where the consequences of security breaches can be 
particularly severe (Tsou & Chen, 2023). Previous studies have also emphasized the importance of 
protecting transaction integrity and maintaining investor confidence, both of which are supported by 
the enhanced security outcomes observed in this study. Furthermore, the ability of Zero Trust 
mechanisms to adapt to different operational conditions, as demonstrated by the sub-group analysis, 
indicates that this approach can be effectively tailored to the specific requirements of financial 
institutions (Alkaraan et al., 2022). These findings contribute to the growing body of evidence 
supporting the adoption of Zero Trust Architecture in critical infrastructure sectors and highlight its 
potential to enhance the security and resilience of stock exchange networks. 
The overall findings of this study provide a comprehensive evaluation of the impact of Zero Trust 
Architecture on network security performance, contributing to the broader cybersecurity literature by 
offering empirical evidence within a specialized context (Okafor et al., 2021). The results are consistent 
with the general consensus in existing research that Zero Trust represents a significant advancement 
over traditional security models. By demonstrating measurable improvements in authentication 
accuracy, incident reduction, and operational efficiency, this study reinforces the theoretical and 
practical arguments in favor of identity-centric security frameworks. The alignment of these findings 
with earlier studies across different sectors suggests that the benefits of Zero Trust Architecture are not 
limited to specific environments but are broadly applicable to modern network systems (S. Chen et al., 
2023). At the same time, the study extends existing research by providing detailed quantitative analysis 
within the context of stock exchange networks, addressing a gap in the literature related to financial 
infrastructure security. The integration of statistical analysis, sub-group evaluation, and visual 
representation further enhances the robustness of the findings and provides a comprehensive 
understanding of the impact of Zero Trust Architecture (Borah et al., 2022). Overall, the study 
contributes to the ongoing evolution of cybersecurity research by highlighting the importance of 
adopting advanced, data-driven, and adaptive security frameworks in response to increasingly 
complex threat landscapes. 
CONCLUSION 
This study provided a comprehensive quantitative evaluation of the impact of Zero Trust Architecture 
on stock exchange network security, demonstrating that the transition from a traditional perimeter-
based model to an identity-centric security framework resulted in substantial and measurable 
improvements across multiple security dimensions. The findings confirmed that Zero Trust 
implementation significantly enhanced authentication accuracy, reduced unauthorized access 
attempts, and lowered the overall frequency of cybersecurity incidents. In addition, notable reductions 
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in mean time to detect and mean time to respond indicated improved operational efficiency in 
identifying and mitigating threats, which is critical in high-speed financial environments where even 
minor delays can have significant consequences. The statistical analysis further validated these 
improvements, showing that the observed changes were both statistically significant and practically 
meaningful, with moderate to large effect sizes across key performance indicators. Sub-group analysis 
revealed that the effectiveness of Zero Trust controls was particularly pronounced in high-risk 
scenarios, including privileged user access and external network interactions, highlighting the 
importance of least-privilege enforcement and multifactor authentication in mitigating advanced 
threats. The integration of continuous monitoring and data-driven analytics also contributed to 
enhanced anomaly detection and more consistent system performance, reinforcing the value of real-
time visibility in modern cybersecurity frameworks. Furthermore, the study demonstrated that Zero 
Trust Architecture can be effectively applied in complex and high-volume stock exchange 
environments without compromising system functionality, thereby addressing concerns related to 
performance overhead. Overall, the results provided strong empirical evidence supporting the 
adoption of Zero Trust as a robust and scalable approach to securing critical financial infrastructures, 
emphasizing its capability to improve both preventive and responsive security mechanisms while 
maintaining operational stability in highly dynamic and sensitive network environments. 
RECOMMENDATION 
Based on the findings of this study, several strategic recommendations can be proposed to enhance 
network security performance in stock exchange environments through the effective implementation 
of Zero Trust Architecture. Organizations operating in high-value financial infrastructures should 
prioritize the adoption of identity-centric security frameworks that enforce continuous authentication, 
least-privilege access, and real-time monitoring across all network layers. The results indicated that 
privileged accounts and external access points posed higher risks, therefore stronger access governance 
policies should be applied to these segments, including mandatory multifactor authentication and 
stricter behavioral verification protocols. It is also recommended that organizations invest in advanced 
monitoring systems integrated with data analytics and machine learning capabilities to improve 
anomaly detection accuracy and reduce response times. Continuous monitoring should not only focus 
on external threats but also on internal user behavior to mitigate insider risks effectively. In addition, 
organizations should standardize data collection and logging mechanisms to ensure the availability of 
high-quality datasets for ongoing security evaluation and improvement. The study also highlighted the 
importance of maintaining a balance between security and system performance, particularly in high-
frequency trading environments, therefore optimized policy enforcement mechanisms should be 
implemented to minimize latency while maintaining strong protection. Regular security audits and 
performance evaluations should be conducted using quantitative metrics such as incident frequency, 
authentication success rates, and detection efficiency to assess the effectiveness of Zero Trust controls 
over time. Furthermore, training programs for cybersecurity personnel should be enhanced to ensure 
proper understanding and management of Zero Trust frameworks, particularly in complex financial 
systems. Finally, collaboration between regulatory bodies and financial institutions is essential to 
develop standardized security evaluation frameworks tailored to stock exchange environments, 
ensuring consistency, compliance, and resilience across the financial sector. 
LIMITATIONS 
This study, while providing valuable quantitative insights into the impact of Zero Trust Architecture 
on stock exchange network security, was subject to several limitations that should be acknowledged 
when interpreting the findings. One key limitation was the reliance on a specific dataset derived from 
either a controlled simulation environment or a limited operational network scope, which may not fully 
capture the complexity and variability of real-world global stock exchange systems. Although efforts 
were made to ensure representativeness through diverse access scenarios and balanced sampling, the 
absence of fully transparent, large-scale industry datasets restricted the generalizability of the results. 
Additionally, the quasiexperimental design, while appropriate for comparative analysis, did not allow 
for complete control over all external variables such as fluctuating network traffic, evolving threat 
patterns, and user behavior dynamics, which may have influenced the observed outcomes. Another 
limitation related to the duration of the observation period, as the study primarily focused on short- to 
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medium-term performance changes, thereby limiting the ability to assess long-term sustainability and 
adaptation of Zero Trust controls. The study also relied heavily on quantitative performance indicators 
such as incident frequency and response times, which, although critical, may not fully capture 
qualitative aspects of cybersecurity such as user experience, administrative complexity, and 
organizational readiness. Furthermore, the implementation of Zero Trust Architecture in the study was 
based on a defined set of controls and configurations, which may differ across institutions depending 
on infrastructure maturity, regulatory requirements, and resource availability. Measurement 
challenges were also present, particularly in accurately distinguishing between normal high-frequency 
trading activity and anomalous behavior, given the complexity of financial network traffic. Lastly, 
while statistical models provided strong explanatory power, there remained the possibility of 
unobserved variables influencing the results, indicating that the findings should be interpreted within 
the context of these methodological and practical constraints. 
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